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Abstract

Since its inception in the 1960s, the paged virtual memory abstraction has become ubiquitous in
computer systems. Paged virtual memory decouples the process address space from the physical
memory of the system and shifts the burden of managing physical memory from userspace to
the Operating System (OS). While this greatly simplifies userspace programming and enables the
centralized and efficient physical memory management by the OS, it is not without trade-offs.
Address Translation (AT), the process of mapping pages of virtual addresses to physical memory
frames, incurs significant performance overhead. Hardware virtualization, an abstraction that
has, in recent decades, become as ubiquitous as virtual memory, exacerbates this overhead. Ad-
ditionally, virtualized execution creates a semantic gap between the virtual memory subsystems
of the virtualized (guest) and the physical (host) OS instances, which can further affect perfor-
mance. The contribution of this thesis lies in enabling the OS to take advantage of the virtual
memory hardware (HW) via HW-tailored memory management to address both problems.

The first part of the thesis focuses on the AT overhead of paged virtual memory and specifi-
cally on the impact of translation granularity on the performance of virtual memory, as well as on
the interplay between translation granularity and OS memory management. The thesis surveys
the available HW mechanisms that enable multi-grained address translation, namely large pages
and TLB coalescing, and the existing OS interfaces that support these mechanisms in order to
enable the OS to utilize multiple translation granules. The survey uncovers inherent limitations
in these OS interfaces that hamper the effectiveness of the underlying HW mechanisms and the
ability of the OS memory manager to effectively and efficiently utilize multiple translation gran-
ules. The thesis then proposes Elastic Translations (ET), a novel approach that adopts a markedly
different approach regarding the way the OS interfaces with the aforementioned HW mecha-
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nisms, and enables the OS to seamlessly and optimally use and select among all HW-supported
translation granules. Implementing ET in Linux for the ARMv8-A architecture and evaluating its
performance on a real ARMvS-A server shows that ET unlock the full potential of the OS-assisted
TLB coalescing feature of the ARMv8-A architecture and enable the OS memory manager to op-
timally utilize the extended range of translation granules, unlocked by coalescing, even when
memory is fragmented, outperforming both state-of-practice and state-of-the-art approaches.
The second part of the thesis focuses on bridging the semantic gap between the virtual
memory subsystems of physical (host) and virtualized (guest) OS instances via the virtual mem-
ory hardware, i.e., the Memory Management Unit (MMU). This semantic gap becomes partic-
ularly apparent and problematic when using Virtual Machine (VM) memory snapshots to ac-
celerate VM boot times, a technique heavily employed in latency-sensitive scenarios such as
Function-as-a-Service (FaaS) serverless computing. As VM snapshots are stored as files on disk,
the OS on the physical host treats the entire guest memory as a file, being oblivious to the
ephemeral anonymous allocations performed by the guest memory subsystem. The thesis pro-
poses a lightweight paravirtualized (PV) mechanism, AnonPTEs, to enlighten the host OS regard-
ing the nature of the guest VM memory allocations by taking advantage of the virtual memory
hardware. AnonPTEs piggyback on the VM AT structures, i.e., the guest VM page tables, to
create a mirrored guest physical address space for the ephemeral anonymous allocations of the
VM, enabling the host OS to detect such allocations and serve them using anonymous memory
instead of unnecessarily fetching memory pages from the VM memory snapshot file on disk. The
integration of AnonPTEs with SnapBPF, an eBPF-based state-of-the-art snapshot prefetcher for
VM-sandboxed serverless functions, and its subsequent evaluation using representative server-
less workloads shows that AnonPTEs eliminate gratuitous major page faults for anonymous VM

allocations, thereby improving the tail latency for VM-sandboxed serverless functions.

Keywords: Virtual Memory, Address Translation, Memory Management, Virtualization, Oper-

ating Systems, Computer Architecture, Serverless Computing



[TepiAnym

O pnyoviopog tng ELKOVIKNG PVAUNG pe oeAdomoinot, o omoiog vtooTnpileTal TPAKTIKE Ao
OAa ToL GUYXPOVA LITOAOYLOTIKX GUGTHHATA, QTERTAEKEL TOV TTPOYPOHHATIOTH amd T Sioryei-
pLOT] TNG PUOLKNG HVIHNG, TPOCPEPOVTAS EVOL TTAOVGTEVHEVO TTPOYPOUHOTIOTIKO HOVTELD KoL
ETMLTPETOVTAG TNV KEVTPLKY Kol rtodoTIKT SLaXeipLoT) TG QUOLKTG HVAHNG atd To Agttovpyt-
k0 Zootnua (AX). QoTtd00, 0 HXOVIOHOS TNG ELKOVLKTG HVIUNG epmepLéxel ko oLpPLacpoie,
Kabdg prtopei va emnpedioel apvntikd v enidoomn tov cvotripatog. Evag amnd toug o emiPo-
PLVTLKOUC TOPAYOVTEG elval 1) peTd@pact) StevBivoewy, 1) Sadikacio KT TNV 0Tolo ELKOVLKEG
oeAideg avtioTolyilovton oe @uotkég dievbivoelg. H elkovikomoinomn Tov vAKoD pécw elKovL-
KOV HNYovav, 1) omola Tig teAevtaieg dekaetieg éxel yivel oxeddv toc0 Siadedopévn 660 Kat 1)
ELKOVLKT) PVTjpn), emPopivel mepottépw TV enidoon tng petdppaocng dtevfbvoewv, GLVETOS Kot
NG elkovikng pviung. EmumAéov, n ewcovikomoinomn dnpovpyel éva onpactoloyikd kevo peto-
£0 TV VTTOGLOTNHATWY ELKOVLKNG HVIHTNG TOL ELKOVIKOTOLNHEVOD KOL TOV JT) ELKOVLKOTTOLNHEVOD
AZ. To kevd auTd emdPA APV TIKE GUVOALKY GTNV ATTOTEAECHATIKOTITA KoL ATTOSOTIKOTI T TNG
etkovikng pvipng. H ovpPfodn avtng tng dratpiPrig éykeitar oto va emitpéel 6to AX va ekpe-
TOAAELTEL TO LALKO TNG ELKOVIKNG PVIUNG HEG TTOALTIK®OV StoxelpLlong HViNG TPOGAPHOGHEVHOV
0TO VALKO YLOL TV OVTIHETOTLOT KoL TV 00 autdV TPoPANpaTov.

To mpdto pépog tng dratpPric eatialel otnv arinAenidpaot tov peyéBoug tov kPdvtov oto
omolo yivertal 1 peTdppoon Slevfbvoewy e TOUG AVTIGTOLYOUG HIXAVIOHOUG KoL TG SLemapéq
oL AX. ZuyKkekpLéva, YIveTal HEAETT) TOV PIXOVIGHOV VALKOD TTOL ETLTPETOLY TNV AENGT) TOU
peyéboug tov kPavtov petdppoong Stevbivoewv kot aElohoyobvTon ot Stemapég Tov AX yio TNV
a£L0TT0INOT) TOV GUYKEKPLHEVOV HIXOVIGHOV. ATTO TN HEAETT) QLUTH] TPOKVITTOVV EYYEVELG TTEPLO-

PLOHOL TWV LTTAPYOVE MV SLETAPWDV, TTOL TEPLOPILoLY TNV PEATIOTN QELOTOINGT) TWV PN AVIOHOV
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avtev. [ tov Adyo avto, n ditxtpiPr) Tpoteivel Tov pnyaviopod twv Elastic Translations (ET), puo
VEQ TTPOGEYYLOT] TTOV ETLTPETIEL TNV SLoPavi] Kol artodoTLKT] LTS THPLEN TV TPoavaPepBEVTOV
HNXOVIGHOV VALKOD atd To AX pe okomd tnv Bértiotn alomoinon 6Awv twv dtabéoipwy kPé-
VTV 7OV oL pyavicpol avtol vrootnpilovv. H viomoinon twv ET oto Aettovpyikd Sootnpa
Linux yia tnv apyirextovikry ARMv8-A xou 1) a&loddynon g amddoomg Tovg 6e éva mparypa-
Tikd ARMVS-A pnyévnua, deixver 6tL T ET emitpénovv oto AX va aflomoincel BéATioTa TO
EKTETOUEVO eVPOG KPAVTWV HETAPPAOTG TTOL VTOGTNPLLETOL OO TO VALK, BEATIOVOVTOG GTHO-
VTIKG TNV entidoon tng petdppactg dievbBivoewv oe oxéon TOG0 e Kablepwévoug P ovIGHoDG
000 Kol pe TG TA0V GUYXPOVEG TPOCEYYIGELS.

To debtepo pépog tng dratpiPrig emikevipoveton otV Pedtiowon g emidoong Tng eLKOVIKTG
HVIHNG O TNV TEPLTTMOOT) ELKOVIKOTIOLNIEVNC EKTEAECTC, KOLL GUYKEKPLUEVXL 0TI YEQUPWGT) TOL OT)-
HOGLOAOYLKOU KEVOD HETOED T®V VITOCVOTNUATMOV ELKOVIKNG HVILNG TOU ELKOVIKOTOLNHEVOD KOt
TOU HI] ELKOVLKOTTOLNHEVOL A, HEGK TOVL LALKOD ELKOVIKNG HVIHNG. AULTO TO GTHOGLOAOYLKO KEVO
yivetou 1iaitepor eppoveG Ko TPOPANHATIKO TNV TEPITTWOT) OTTOL YPTGLHOTOLODVTL OTLYHLO-
TUTTAL HVAUNG YL TNV ETLTEYLVGT TOL XPOVOL EKKIVIOTNG TWV ELKOVIK®OV HNXOVOV, HLX TEXVIKT)
IOV X PT)OLULOTIOLELTOU EVPEWS GE KATAOTACELG OTTOL 1) KaBvoTépnor amdkpLong ennpedlel onpa-
VTIK& TNV emidooT], 0w 6ToV LITOAOYLoHO Ywpig Stakopioth. Kabdg ta otiypdtuma pviung
TWV ELKOVIKOV P XaveV atobnkedovtal wg apyeia otov dioko, To pr) etkovikomopévo AX avti-
HETOTTL EL OAOKANPT) TN UVIUT TNG ELKOVIKNG HXOVIG WG £Va OPYELD, OLYVOOVTAS TLG EPTIIEPES
OVOVUESG EKXWPT|OELG PVIHNG TTOV TTPALYHATOTOLODVTAL ATTO TO VTOCVG TN HVIHNG TNG ELKOVL-
k1g pnyavic. H dwatpiPr] mpoteivel évav pnyoviopd Paolopévo oTnv Tapaelkovikomoinor, ta
AnonPTEs, ®0TE V& YEQUPWOOEL TOX GUOTIHOTO ELKOVLKTG HVIHNG TOV ELKOVIKOTIOLNHEVOL KoL 1)
ELKOVLKOTIOLNUEVOU AS, eTLITPETOVTOG OTO PN ELKOVIKOTTOLUéVO AY va yvopilet tn @von Twv ek-
Xwpnoewv pvipung tng etkovikng pnyavig. To AnonPTEs expetaddedovtal To LAIKO ELKOVIKNG
HVAUNG, HECW TV dOP®V PETAPpPOoTG dlevBOVOE®VY TNG ELKOVLKNG HITXOVIG, CUYKEKPLUEVO TOVG
nivakeg oeMidwv, ylo vor Snpovpyrioovy £vav KATomTPLKd Puotkd Xdpo devfivoewy yio TG
EPTUEPEG AVOVUHEG EKXWPTIOELG HVIING TNG ELKOVIKNG HIXOVIG, ETLTPETOVTIOG GTO ) ELKOVLKO-
TOMUEVO AX var VLY VEDEL TETOLEG EKYXWPTOELG KOL VXL TLG EVTINPETEL X PIIGLLOTOLOVTOG AV VLN
HVAUN, aVTL VoL avark T dokoTtar oeAdeg amrd TO ap)XElo GTLYHLOTUITOV PVAUNG TNG ELKOVLKNG H)-
xoviig amd tov dioko. H metpapaticn a€lordynon twv AnonPTEs deiyvel 611, e€aheipovtag o
peilova cOOAOTO GEALDAG YLO TIG CVOVUHEG EKXWPNOELS VNG TNG ELKOVLKNG UNYOVNG, HELD-
veTo dpacTikd 1 PéYLoTr KaBuoTépnor atdKpLoTG OTOV Y PTCLHLOTTOLODVTOL ELKOVIKEG UMY OVES

HE OTLYHLOTUTTO PVIUNG, PEATLOVOVTAG T GUVOALKT AtOS0GT] TOL GUGTHHATOG.

Aé€arg Kherdud: Ewcovikr) Mvipn, Metdgppaorn AevBiveewv, Awayeipion Mviung, Eikovikormoi-

nom, Aettovpyiké Zvotripata, Apxitektovikr] Yoloylotdv, YmoAoylopog Xwpig Atxkopot
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Extetopévn mepiAnyn otnv EAANvik: yA®coo

Ewcoywyn

O pPnyaviopog TG eLKOVIKAG PVARNG He oeAdomoinor autotedel évav outd toug BepeAtddelg do-
HIKOUG AlBoUG TV oYX POVKOV VITOAOYLOTIKOV cvoThnpdtwv. H eikovikn pvipn ostepmAéxel Tov
TPOYPAPPATIOTH OTO T SLoXelploT) TG QUGLKTG HVIHNG, TTPOCPEPOVTAG VX QTTAOVGTEVHEVO
TPOYPOHHATIOTIKO HOVTENO KOIL ETTLTPETTOVTOG TNV KEVTPLKT] KoL artodOTIKT] dloyeipLlon tng @u-
oK HVAHNG atd TO AELTOUpYLKO oot (AZ). QoTOC0, 0 PNYXAVIGHOG TG ELKOVIKNG HVAHNG
eVOEYETAL, KATA TTEPLOTAOELG, Vo eTtLBapOVeEL TNV mTidOCT) TOV GLGTHHATOG,

"Evag amd Toug Lo emPapuvTikong TopdyovTeg TOU PNYOVIGHOD TG ELKOVIKTG PHVIIUNG eivot
1 petdppaon devbivoewv, 1 dwadikacio katd v omoio elkovikég oeAdideg avtioTolyilovton
oe puolkég drevBovoelg. Kabog oL ammaitrioelg oe pvipn TV cOYXPOvVeVY EQUPUOY®OV GUVEXNDG
avtavovtal, Eemepvovtag tnv epPédeta tov Translation Lookaside Buffer (TLB), to x6otog pe-
thppoong devBivoewv, ov emtPapiivel Tig epappoyés, avEavetal otabepd. H eikovikomoinon
TOL VALKOU, PHEGW ELKOVIKMOV UNYOVOVY, 1) omoia TIG TeAevtaleg dekaetieg éxel yivel oxedov 16-
o0 Sradedopévr OG0 KL 1) ELKOVLKY PV, emLopOvel Tepottépw TNV emidocT) TNG HETAPPAOTNG
SievBovoewv Aoyw tng évBetng poperig ov TAEov éxel o mivakag celidwv (nested page table).
EmutAéov, 1 etkovikomoinon dnplovpyel Evo oTpactoAoyikd kevo HETOED TV VITOGVOTNUATOV EL-
KOVLKNG HVIIHNG TOU ELKOVLKOTTOLNHLEVOD KAl TOU LN Elkovikoolnpévou AX, to omoio £xet dlaitepo
ovTikTUTTO 6TV WTOS0GT) TOL GUOTHHATOG, GTNV TEPLTTWGCT] OTTOV X PNCLHOTOLODVTAL GTLYHLOTV-
T LVIHNG YO TNV ETLTAYLVGT) TOL XPOVOU EKKIVIIOTG TV ELKOVIKOV HIXOVAV, POt TEXVLKT] TTOV
XPTCLYLOTIOLELTOL EVPEWG OE KATAGTAGELG OTTOL 1) KaBvoTEPN O ATTOKPLONG EMNPERLEL CNHAVTLKA

NV enidoot), OGS 6TOV LITOAOYLGHO XWPIG SLakopaTH.



H ovpPoAn avtng g StatpiPrg éykeltan 6TnV avamTuEn PNXOVIGHOV TTOL ETLTPETOLY GTO
AY vou expeTalAevTel TO VALKO TNG ELKOVLKNG HVIING HEC® TOALTLKOV SLOYELPLOTG HVAHNG TTPO-

COPHOGHEVOV GTO DALKO, YLX TNV AVTIHETOTLOT] KoL TV 00 auTdV TpoPANpdtov.

Meta@poaon AtevBovoewv pe IloAlaAd Mey£On

Katd tov o edloo 6 GUoTUATOV ELKOVIKTG LVIUNG He aeAldomoino, pio artd Tig tAéov Kpioipeg
amopdaoelg apopd to péyebog Tov kPdvtov 6To omoio yivetal n petdppoct dievbdvoewv, SnAadr
to péyebog tng oeAidag. H adénon tov peyéboug oelidag peidyvel tov aplbpd twv petoppioewy,
petTpLalovtog To KOGTOG TNG HeThppaotg dtevBivaewy. Qotdoo, Ta peyarvtepa peyédn oeridwv

EVTELVOLV TOV E0WTEPLKO KATOKEPHATIOUO.

ApyiteKTOoViKn MeyéOn Metdepaong
x86 4KiB - 2MiB - 1GiB
ARMvVS-A 4KiB - 64KiB - 2MiB - 32MiB - 1GiB
RISC-V 4KiB - 8KiB .. 1MiB - 2MiB - 4MiB .. 512MiB - 1GiB

[Tivakag 1: Yrootnpllopevo peyébn Hetdppaomg yio cUYXPOVES OPYLTEKTOVIKEG eEEEPYATTAOV.
To eviidpeca peyédn (pe évrovn ypoyr) vrootnpilovron péow OS-assisted TLB coalescing.

SOYXPOVEG aPYLTEKTOVIKES, OTTWG 1) X86, ) ARMVS-A kou 1) RISC-V, vrootnpilovv peydheg
oelideg péow NG amobnkevong peYalbTepwV PETAPPACEWV G€ LYNAOTEPQ eineda TOL TOAVE-
ntimedov mivaka oeridwv. O Iivakog 1 cuvoyilel ta vtootnpLlopeva peyédn petdppoocng otd

TIG TPELG QUTEG PYLTEKTOVLIKEG ETEEEPYATTOV.

a V, aligned to 64KB  V; aligned to 32MB

Virtual ASULLTTTOTOTTTTCTRROETY T PP T PP TP PT T 01T}
4KB'/ 16 pages 16 pages IMB
Physical AS [TTTTTTIITITTTT711Im
P, aligned to 64Kk = "saligned to 32MB
CR3__PGD U
128 evp
PTE 1
64KB
52 - 39MB L1 TLB
ttr1| Aligned PFN| T
4 64KB
9 S4K8 112718

Contiguous Bit

Zxnpa 1: OS-assisted TLB coalescing otnv apyirextovikry ARMvS-A.



Ou apyitektovikég ARMv8-A kot RISC-V vmootnpilovv évav pnyoviopd yvootd wg OS-
assisted TLB coalescing, o omoiog emitpémel evdidpeco peyéon petappaong. To Zyxrpo 1 outet-
Kovilel Twg Aettovpyel o unxaviopog awtog otnv apyitektovikr) ARMvS-A. To contiguous bit
(bit 52) oTig eyypapég Tov mivaka ceAdwV emitpénel 6To AY va oNpATOd0THOEL 6TO LALKO NG
ELKOVIKNG PVARNG OTL 16 StadoyLicég oeAdeg elval GLVEXOHEVEG GTNV PUGLKT] PLVIj|T) KoL ITOpovv
v ouveveBolv oe pic povo kataywpnon oto TLB, dnpovpywvrag étot petappioelg peyéoug
64KiB (yio PTESs) ko 32MiB (yix PMDs).
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©RY QX
2 _gg I0RC O 2
ONANN N =T N
O« < e
~ T =

-

— 1 —
canneal svm hashjoin canneal svm hashjoin

BN 64KiB 1 2MiB /== 32MiB B 1GB

Sxnpoe 2: Enidoon evdidpecwv peyebov petdppoong (péow Linux HugeTLB) oe pn kotokeppa-
Tiopévo Siaxopiotri ARMvS-A.

H mepapaticn a€loldynon tov evdidpecwv peyedov petdppacng ot évov diakoptot) ARMvS-
A (Exfpo 2) amokoadOmtTel onpoavtikég duvartotnteg emidoong. o epappoyég pe pikpég amontr-
GELG G€ PVIUT, OL 0TT0LeG WOTOGO AOYW AKAVOVIGTWVY TTPOocPhcewy 6T pvipn emtPapbvovTon pe
aVENHEVO KOG TOG peTappaonG 0Tay Xpnoiporotody 4KiB celideg, ol petagpdoelg 64KiB BeAticd-
vouv Vv enidoact] Toug €wg Kot 15%, mAnoidlovtag tnv enidoot Twv ceAidwv 2MiB, ywpig tnv
emPapLVOT) GE KATOKEPUATIGHO TTOL eTLPEPOLY OL peyahbtepeg 2MiB oelideg. [ epappoyég pe
HEYAAVTEPEG ATTALTHOELG GE HVIHT), OL HeTa@paoelg 32MiB vneptepoiv twv oeAidwv 2MiB katd

€wG KoL 30% O€ ELKOVLKOTIOLNIEVT) EKTEAEDT).



QoT1000, Tot LPLETApPEVE GUYXPOVA AELTOVPYLKA GLOTHHATA, OTTWG To Linux ko to FreeBSD,
vrtootnpilouvv dropavadg povo cehideg 2MiB, yia tapdaderypo pécw Tov pnyoviopot twv Transparent
Huge Pages (THP) oto Linux. H vroctnpi&n oceAidwv 1GiB meplopiletor micw amd pntég, pn
dwpaveig diemapéc, 6mwg to Linux HugeTLB. H vroothpln yio evdibdpeoca peyébn petappa-
ong (64KiB, 32MiB) eival meplopilopévn 1} avOTapKTh), KoL ot ToALTLKEG emtAoyng peyéBoug eivor

QTTAOTKEG.

Elastic Translations: Yxed1axopog

SvoTaTikd SKomog Kopua Svveicpopd
Transparent Awxgoaviig dnpovpyio peToppdoewy Ynootrpén etcovikomoinong
Contig-Bit 64KiB o 32MiB yio OAar To pey€0n
CoalaPaging , EUK(XLpLO{}KT] Snploupylf)c oLVEXOPEVEY , Hp’om‘tufq Kot anorsi}\scpankn'
avtisToryicewv katd tnv eEunpétnon cQaApatey oehidag  moltikn ekxdpnong 32MiB petagpdoewv
CoalaKhugepaged Actyypovn Sq}llOUle(X HeTagpioewy Ar]plolupyloc HeTappdaeny
64KiB xon 32MiB LTTO KATAKEPUATIONO
Lesh Emhoyn peyéBoug pethppoong Béltiotn emdoyn peyéboug
Y pécw ektipnong emPépovong péow deryparoAnyiog actoxuov TLB

[Mivakag 2: Ow suvictooeg twv Elastic Translations.

To mpodto pépog tng datpiPric mporteiver ta Elastic Translations (ET), pua véa mpocéyyion
7oL emitpémel 6to AY v alomolel dxpavadg kot PéATiota dAa tar vITOGTNPLLOPEVAL OO TO

VALKO peyéln petappoong. O Iivakag 2 cuvoyilel Tig Téooeplg ocuvioToeg Twv ET.

Aogpoaving Arayeipion Contiguous Bit

T ET emexteivouv tov dtxyetpioth pvrpng tov Linux ko o KVM yia v aviyvebouv autopato
OTE OPADES CUVEXOHEVWOV GEAMSWV LKAVOTTOLOUV TIG OUTLTHOELS EVOVYPAHHILOTG KL GUVEYELOG,
7o amoutel o pnyoviopdg tov TLB coalescing. Omote dnpovpyeiton 1) tpomomoteital po ey-
ypoyr otov mivaka cerldwv kamoing diepyaciag, ta ET eAéyyouv Tig yertovikég g oeAideg.
Edv k&Be oeAida, amd Tig 16 mov avrjkovv ce awtd To coalescing ykpour, eivar: (i) katdAAn-
Ao evBuypoppopévr, (ii) cuvexOpevn e TNV TPONYOVREVT GTOV QLGLKO XDPO PVAUNG, Kot (iii)
éxeL ovpPartég WdotNTEG Ko Sikouwpata tpoéoPaong pe Tig yertovikég tng, ta ET Bétouv to
contiguous bit, emtpénovrog 6To LALKO elkovikng pvhpng, dniadr oto TLB, va cupmtidéel Tig 16
autég oelideg ot pio petdppoot oto vALKO. T eucovikomonpévn extédeon, Ta ET emexteivovv
to KVM ote 1o contiguous bit va avtikartontpileton avtopata kot 6tovg évhetoug mivokeg

oeAMBwV.



V, aligned to 64KB

Virtual AS[T]

Page Fault

Physical AS
P, aligned to 64KB

4K 8%( 64K 32M Target PFN Calc.

i. B ®%i Mot
Ll |
Me L

Sxnuo 3: Coalescing-aware déopevon pviung péow tov CoalaPaging.

@ prn+1

CoalaPaging: Coalescing-aware Aéopevon Mviung

T T dnpovpyic TNG cuvéyxelag mov amanteital yio Tig evildpeceg petappdoels, 1 dixtpPn
oxedudler to CoalaPaging, pio coalescing-aware moAltikn ekyopnong pvnung. To Exrua 3 otet-
Kovilel tn dwxdikacio.

I to TpdTo oPaAX evTOG piag TepLoxg 64KiB 1) 32MiB, to CoalaPaging avalntd éva ehetd-
Bepo prAok katdAAniov peyéboug, exywpei tn oedida mov avtictolyel oty dtevBuven cpdipo-
TOG pHéCa GTNV TEPLOYT] QUTH, KOl ETLOTPEPEL TIG LTTOAOLTES GeALdeg Tiow oTtov AX. T emdpeva
COAMLOTO, COPAOVEL TIG EYYPOPEG TOV Tivarka GeAMSWV ylor vt TV mepLoyr] yio va Ppet po
TPOTYOUHEVWG EKYWPNIEVT aeAida, TV omola yprotponoLel wg anchor, ko va vtodoyicel Tnv

oeMda OV TPETEL VO EKYWPT|OEL DOTE VX EEACPAALTEL TNV GUVEXELXL GTNV PUOLKT] HVILT).

CoalaKhugepaged: AcOyxpovn Anprovpyio Svvexopevov Meta@picewv

Ta ET yevikebovv tov pnyavicpd tov khugepaged tov Linux, £T01 (00TE VO GUVEVOVEL PEPLKOG GL-
VEXOHEVES TTEPLOYEG OE AT PWG GLVEVOHEVES avTioToLyloelg 64KiB kot 32MiB. O CoalaKhugepaged
Aertovpyel cuvepyartikd pe To CoalaPaging, ekpeTOAAEVOHEVOG TT) HEPLKT] GUVEYXELOL YLOL VOL HELD-

o€l onpavtikd Tig oeAideg mov Ba mpémel va petaxivnBolv (avtiypopooiv).

Leshy: EmiAoyn Mey£0ovug pe KaBodnynon YAkoo

Toa ET eroyouvv to Leshy, évav profiler mov alomolel tnv eméktocn otatiotikng derypotoAnyi-
oG (SPE) tng apyrrektovikic ARMv8-A yio va cuAAEEeL detypatodnmtikd Tig aotoyieg TLB twv

ekTeLOOpEVLV epappoydv. To Eynpo 4 amewkovilel tn Swadikocio.
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Sxnuo 4: H Aertovpyia tov Leshy profiler.

To Leshy avaiter Tig actoyieg TLB ko dnpiovpyel évav x&ptrn KOGTOVG HETAPPOOTG TOV
xpov devbivoewv k&be epappoyng. TaEvopel Tig meployég Tov xwpov dievBivoewv pe ot
NV TtiecT o TPOKAAODV 6TO LALKO peTdppaong kol emLyelpel va avtiotolyioel PEATIOTO TO
oVOVOAO epyaciog TNG EPApHOYNG oTo LITOGTNPLLOHEVE OO TO LALKO peyéln petdppaong. H a-

VTLoTOlYLOT) UTH PETOPEPETOL 6TO AT PECK PLOG EMEKTAOTG GTNV KA OT) cuoTrpotog madvise().

Elastic Translations: IIeypapotikn AEloAdoynon

To ET vAomotodvtal oto Linux v5.18 yux tnv apyitextoviky ARMvS-A kou a€loloyovvtol oe

évav Swokopiotr) Ampere Altra pe eme€epyactéc Neoverse N1 (256GiB pvrjpn avae NUMA x6pfo).

Mn Ewovikonmownpévn Extédeon

To Zxrpo 5 mopovotdlel To WTOTEAECHATA YLOL [I) ELKOVIKOTTOLNUEVT eKTéAeoT) o€ vy Sloko-
poth xwpic xatakeppatiopd. o epoappoyéc pe piepég amontnoelg oe pvrun (Astar, Omnetpp,
Streamcluster), Toe ET ypnoipomoiovv to CoalaPaging yix va dnpovpyricovv evkouplokd peta-
ppaoelg 64KiB, petdvovtag onpoavikd Tig actoyieg TLB.

T eQappoyEg pe peYGAa ATOTLTTOHAT HVIHNG KL AKOVOVIGTO HOTIBX TPOCTTEAXGTG TNG
pviung (BTree, SVM, Hashjoin, Gups), ta ET e&adeipovv 115 aictoyieg TLB, yproypomoldvog
petappaoelg 32MiB yio va kadvyouv 10 97-99% TOL ATOTUTOHATOG TOVG. ALTO PeATIVEL TNV

enidoon kot 19% kotd péco dpo kot £0g 39% évavtt tov THP.

Ewcovikomomnpévn Extédeon

To Exfpo 6 Tapovotdlel TO ATOTEAEGHOTA YO ELKOVIKOTTOLNUEVT) EKTENEDT] O€ SLotkOpLOTH XwpPig
kotokeppotiopd. Hapd tnv evkouplokr tov oo, To CoalaPaging katoagpépvel va dnpovpyrioet
AmoTEAEGPATIKG ouVeXOpeVeS peTappaoelg 64KiB kat 32MiB t6c0 otov guest 660 kot 6Tov host.
Avto petappaletol oe onpovTikr PeATioon TNV emidooT Yo EQapHOYES PE HEYAAES ATTOULTTOELG

oe pvhpn: 30% xatd péco 6po kot éwg 150% évavti tov THP.
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Zxnpe 5: Enidoon twv Elastic Translations oe pn kotokeppatiopévo kOpPo yLor pn eLkovikorot-
nNuévn extéleon).

Efwtepucog Katakeppatiopog

Y& StakopoTh pe katakeppatiopévn pvipn, to ET veptepodv 1660 Tov THP 600 kot tov HawkEye
(state-of-the-art). To Zxfpoa 7 topovctdlel To amoteAEGHATA Yot SVO GEVAPLOL KATAKEPHATIONOD
(50% xat 99%). To Leshy evtomilel emitux®g TG meplox£g PVAKNG OV otontoOV PeEYXAVTEPES e-
TAPPACELS KATA TNV EKTEAECT] TNG EPAPHOYNG KL Sivel TpoTepaldTNTA 6TO Vo tpoayBolv o
32MiB petagppaocelg. H emidoon Pedtiodveron katd 12% katd péco 6po kat wg 20% £VOvTL TOL

THP, eve pewdveton 1) xprion cedidwv 2MiB xatd 30% katd péco opo.

To Enpactoroyiko Kevo tng Etkovikng Mviung etnv Etkovikonoi-

non

To debtepo PéPOg NG SLaTPLPT)G EMLKEVTPOVETAL GTH YEQUPWGT] TOL GTHOGLOAOYLKOD KEVOD [le-

a0 TWV VITOGLOTNHATOV ELKOVIKAG HVIHNG TOVL PUOLKOD KOl TOU ELKOVIKOTTOLNHEVOL AX.
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Sxnuo 6: Enidoon twv ET o¢ eikovikomotnpévr ektéleon YwpLG KATOUKEPUATIOHO.
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Sxnpo 7: Emidoon twv ET yux pn etcovikomotnpévn ektéAect) Vd KATOKEPUATIOUO HVAHNG.

To IIpofAnpa

H eicovikomownpévn extédeon dnpovpyel éva onpactoloylcd kevd PeTaED TOL LITOGUGTHHATOG
ELKOVLKT]G HVIHNG TOV [T ELKOVIKOTTOLNHEVOL KOL TOL €LKOVLIKOTOLNUEVOL AX. AUTO TO KeVO yive-
o Waitepa TPOPANHATIKO OTOV XPTIGLHOTOLOVVTAL GTLYHLOTUTTO HVIHNG ELKOVIKOV UNYOVOV
YLOL TNV €TLTAYLVOT) TOL XPOVOL EKKIVIOTNG EQUPUOY®OV TTOL TpéYoLy o mepLlpdilovta xwpig
Stokopiotr (serverless).

Oty 0 elKOVIKOTOUNpEVO A eKYWPEL AVAOVURT VTN, cLTH avTiototyileton oe oeAideg Tov
apxelov oTLypLoTOTOL 6ToV dioko. AdYw TOL GNHAGLOAOYLKOD KEVOU, TO Jf) ELKOVIKOTIOLNHEVO
AY ayvoel TNV aVOVLHT QUGT] QUTOV TV EKXWPTOEMY KOL OVAKTA GoKoTa oeAideg amd To

OTLYILOTLTTO GTOV SloKO.



AnonPTEs: Xxedraopog
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Sxnuo 8: AnonPTEs: M Siema@r] mopoetkovikomoinong yio ekYwproelg HVIHNG ELKOVIKOV
HNXOVAOV TTOL EKKLVOUV OTd ap)eiot GTLYHLOTOTTWV.

H Swatpipn) mpoteivel ta AnonPTEs, évov eAa@pd PNXOVIGHO TAPAELKOVIKOTOINGNG, Yo va
EVIHEPOVETOL TO I ELKOVLKOTOUNHEVO A GYETLKA HE TN QUOT) TV EKXWOPTCEDV UVNHNG TNG €L~
Kovikng pnxovng. To Zynpo 8 astetkovilel TOV pXoVIoHO.

To AnonPTEs tpomomolovv Tov SLoelploTr VNG TOU elkovikomolnpévou AX, dote dtov
ETLYELPEL VOL EKYWPTIOEL HVHIT], VO TNV HOopKApEL, BéTovTag To 1o onpovtikd bit (MSB) tov PEN
oTov Tivako oeAidwv, avtikatontpilovtag Tpdmov TV TNV ceAida autr] oe éva vYnAdTEpPO
XOpo puotkodv dtevBovoewv. To pn etkovikomownpévo AY (KVM), dtav yewpileton évBetor cpa-
pota oeAdag, aviyvebel GPAAPATH VIO TETOLOVG OVTLIKOTOTTPLOREVEG VTLOTOLYLOELS, KOl XPT)-

GLHOTIOLEL OVOVLUN PVIHN ovTi vor ovork Trioel 6eAideg ad To GTLYHLOTUTTO 6TOV SioKO.

AnonPTEs: ITetpapoatikn A§lohdoynon

To AnonPTEs vAomototvtal 6o Linux v6.3 kot evewpatodvovton pe to SnapBPF, évav prefetching
pnxoviopod Paciopévo atnv texvoroyio eBPF. H afloloynon xpnoipomolel epoppoyég omtd tnv
oovita petpomnpoypoappdteov FunctionBench, kabog kot mpaypatikég cuvaptioeLg, mov xpnot-
porotOnkay ad tpdopatn dovhed (FaaSMem) mtévw otov vtohoylopd xwpig diaxopioth. To

SnapBPF ot ta AnonPTEs cuykpivovtol 1660 pe tnv cupmepipopd tov vanilla Linux, 660 ko pe
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state-of-the-art mpoceyyicelg yio Tnv ekkivnon cuvaptioewy amd apyeio GTIYHLOTOT®V, OTTKG

o REAP xou to FaaSnap.
[ Linux-NoRA [ Linux-RA
I REAP I SnapBPF+AnonPTEs
I REAP [ FaaSnap I SnapBPF+AnonPTEs ?
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Exnpa 9: Ewidoon tov SnapBPF pe AnonPTEs évavt state-of-the-art.

To Zxnfpo 9 mapovodlel Ta amoteAéopata yio TNV koBuotépnorn amdkpLlong KoL TNV Gu-
VOALKT] HVIJHT TTOL XPTGLHOTOLOVV Ol GLVAPTHGELS OTaV eKKLVOOY atd oTiypdtuma pvipng. To
SnapBPF, poli pe tov pnyoviopd towv AnonPTEs, ptaver kou Eemepviel tnv amddoon tov FaaSnap,
i state-of-the-art mpocéyyion yux ekkivnon cuvaptioeV amd GTIYHLOTUTO HVIHNG, ATTOPED-
YOVTOG £TGL TNV TEPLTTI avTLYpa@r] Tov working set.

Ortav extedodvton 10 Tawtd)poveg instances tng idiag cvvéptnong, To SnapBPF vreptepel
onpovtikd tov REAP emeldn emitpénel tov SLotpolpacpd twv ceAldmv ToU GTLYHLOTOTOL 6TV
page cache tov pn ewcovikomotnpévou AX.

To Zxnpe 10 mapovoialel tnv avaivon tng enidpaong twv AnonPTEs. Yuvaptrocelg pe pe-
YOAO QITOTOTWHO AVOVUUNG PVARNG KATE TNV ekTéAect] Tovg PAETOVY GNHaVTIKEG PEATIOCELS,
kaBwg T AnonPTEs avakatevBovouy ta évBeta c@aApata oeASOG Yo TETOLEG EKXWPTIOELS GE
oveOVLpT pvipn. Evewktikd, 1 ouvolikr) kabuvotépnon amdkpiong yla tn cuvaptnor enefepya-

olog eicdvog (Image) PedTidveTon meplocOTEPO AUTH 2X.

Eniloyog

KaBodnyobpevn amd T1g avaroteAeGHATIKOTNTES THG ELKOVLKAG HVAHNG TTOL TPOKVITTOUY Ot
™V cAANAentidpacn Tov AOYLoIIKOD GUGTAHATOS He TO LALKO, 1) StatptPr] vtootnpilel Tnv avé-
YK evioxvong Tov AOYLoHLKOD GUGTHHATOG e TOALTLKEG SLaYELPLOTIG PVIHUNG TTPOCOPHOCHEVES

GTO LALKO.
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Sxnuoe 10: Avadvon g enidpoong twv AnonPTEs oto SnapBPF.

H Siatpipr] mpoteiver ta Elastic Translations, pio eméktoon yio Tov SLoxelplotr VNG tov
Linux mov aflomotel amotedeopatik@ TIC SUVATOTNTEG HETAPPACTIS TOAAATA®VY peyebwv Tou
oVyxpovov LAkoV. Ta ET Pedticddyvouv tnv emidoon éwg 39% yLot U ELKOVLKOTOLNUEVT EKTENEOT)
Kot £0¢ 150% ylow ELKOVIKOTTOLNHEVT) EKTENEDT).

H Swatpipr) mporteivel emiong ta AnonPTEs, évav ehappl pnxaviopd TopoelKoviKomoinong
IOV ETLKOLVOVEL TN YUCT] TV EKXWPNOEWV UVNHNG OO TO ELKOVIKOTOLNHEVO GTO JN ELKOVLKO-
mowmpévo AX. Ta AnonPTEs Bedtidyvouv onpovtikd Tnv kabuotépron amdkplong yio serverless

GLVAPTHOELS TTOL EKKLVODY oITO GTLYHLOTUTIAL ELKOVLIKMV UIXOVOV.

MeArovtikég KatevOovoerg

To amoteléopata emtPefotddyvovy TV avAyKr YLt TPOGUPHIOYT] TWV UNYXAVICHOV Stoyelplong
pvipng tov AY ota Stabéoipa yapaktnplotikd vAKov. IIibavég peAdovtikég katevBivoelg me-
prroppévouy TNV enéKTAGT) TOL £DPOVG TV LITOGTNPLLOHEVOV HEYEDMOV HETAPPAOTIG HEGH TWV
ET (RISC-V Svnapot, HW-assisted TLB coalescing, ceAideg 1GiB), eméxtaomn tng page cache tov
AZ yux v vtootnpilet TOANQITTAGR peyédn petdppaong, kabdg Ko 1) eTEKTAOT) TOL Sl ELPLOTH
HVARNG péow tng Texvoroyiag eBPF dote vo pmopel var yivel Tpoypappatio Tk emLAoyn Heye-

BV petdppoong amtd Tov XOPo XPHoT.
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I'\wooapro Texvikav Opowv

To mapdv yAwoodpio mepilopfaver Texvikovs oy yAikoUg 6povg mov yproiomoiotvral athv Siatpif],
padi pe rig avrioroiyes petappdoeis tovs otnv EAAnvixy yAdooa. Opiopévor épou, idiaitepa akpwvi-
pia Kai ovopara teyvodoyiv (r.y. eBPF, KVM), Siatnpobvran otnv ayyAikij tovg poper kaBdg éxovv
kaBiepwOei Siebvdg atnv Pfrioypagia.

Teyvikoi Opot

English Term

EAAnvica

Translation Lookaside Buffer (TLB)

TLB Coalescing
OS-assisted TLB Coalescing

HWe-assisted TLB Coalescing

Coalescing-aware

Contiguous (Contig) Bit

Anchor Page

Multi-grained Address Translation

Granularity Hints
Memory Bloat
Opportunistic Allocation
Working Set

Profiling / Profiler
State-of-the-art (SOTA)
State-of-practice

Page Cache

Guest (OS)

Host (OS)

Serverless Computing
Prefetching

Vanilla

(Memory) Snapshot

[Ipoocwpiviy Mvipun Metadppoong
AtevBivoewv

Svvévworn Kataywproewv TLB
Juvvévworn Kataywproewv TLB pe
YroforOnon and to AX

Juvvévworn Kataywproewv TLB pe
YrofonOnon amd to YAukd

"Exovtog vmoyiv tov Mnyaviopd Zuvéveong
Snpaia Zovéxelag

Selida Avapopdg

Metdgppaomn AtevBivoewv pe TToAAatAd
Meyén

YrodeiEeig MeyéBoug

SnoatdAn Mviung

Evkouprokny Exyodpnon (Mvipnc)
>vvolo Epyaciag

Sxaypagnorn Enidoong

Teyvoloyio Atyprig

Tpéyovoo IIpakTikn

Kpver) Mviun Zelidwv

dhoEevoipevog / Etkovikomompévo AS
Owodeomotng / Mn Ewkovikomownpévo AS
YmoAoylopodg xwpig Atokopioth
IIpogopTwaon

Xwpig Tpomomotnoelg

Stypdtumo (MvAung)
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English Term

EAAnvucdg Opog

(Page) Deduplication

Agaipeon Kowvov Zedidwv

Svvrtopoypo@ieg & Akpoviopla

English Term

EAANvikd

PMD (Page Middle Directory)

PUD (Page Upper Directory)

PGD (Page Global Directory)

PML4 (Page Map Level 4)

PCID (Process Context Identifier)
ASID (Address Space Identifier)
CR3 (Control Register 3)

TTBR (Translation Table Base Register)
Sv39/Sv48/Sv57 (RISC-V VA Modes)
cPTE (Contiguous PTE)

cPMD (Contiguous PMD)

GVA (Guest Virtual Address)

GPA (Guest Physical Address)

HPA (Host Physical Address)

EPT (Extended Page Tables)

NPT (Nested Page Tables)

AT (Address Translation)

THP (Transparent Huge Pages)
mTHP (Multi-sized THP)

KVM (Kernel Virtual Machine)
FaaS (Function-as-a-Service)

VM (Virtual Machine)

VMM (Virtual Machine Monitor)
OS (Operating System)

MMU (Memory Management Unit)
TLB (Translation Lookaside Buffer)
ISA (Instruction Set Architecture)
NUMA (Non-Uniform Memory Access)
CoW (Copy-on-Write)

Meoaiog Katdhoyog ZeAidwv
Avotepog Katdhoyog ZeAidwv
KaBoAucog Katdhoyog ZeAidwv
Xaptng Zedidwv Emumédov 4
Avayvoplotikd ITAousiov Aepyaoiog
Avayvoplotikd Xopov AtevBdvoewv
Katoywpntrg EAéyyou
Kartaywpntrng Baong Ilivaka Metdppoaong
Agrtovpyieg Ewkovikng AtevBuvong RISC-V
Jvveyopevo PTE

Svveyopevo PMD

Ewcovikr) AtevBuven drho€evodpevou
duokr) AtebBuvon drhoEevodpevou
duvoikn AtetBovvon OwkodeomoTn
Emnextéypevor IMivaxeg TeAidwv
‘EvBetot [Tivakeg ZeAidwv
Metagpaon Aievbdveewv

Awxpaveig Tepaotieg XeAideg

THP IToAAamAdv MeyeBov

Euwcovikn) Mnyavn ITupnva
Jvvaptnon wg Yrnpeoio

Ewcovikr) Mnyavn

Emomntng Ewcovikng Mnyovig
Agrtovpyikd Zootnpa (AX)

Movéada Awxyeipiong Mvrung
IIpoocwpiv) Mvnun Metappoaong
Apyrtektovikn) Zuvorov Evtoidv
Mn-Opoiopopen IpdoPaocn Mviipng
Avtiypogn xoté v Eyypoaon
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English Term

EAAnvuca

LRU (Least Recently Used)

SSD (Solid State Drive)

HDD (Hard Disk Drive)

I/O (Input/Output)

SPE (Statistical Profiling Extension)
E2E (End-to-End)

WS (Working Set)

PV (Paravirtualization)

Awyotepo Ipodopato Xpnolpomotnpévn
Alokog Ztepeag Kataotaong

SxAnpog Aiokog

Eicodog/E€odog

Enéxtoon Statiotikng Aetypatodnyiog
A1 v apxn péEXpL TO TEAOG

>vvolro Epyaciog

IMopa-elkovikomoinon




Contents

1 Introduction

1.1

1.2

1.3

1.4

1.5

A Trip Down Virtual Memory Lane . . . . ... ... ... ............
1.1.1  The Virtual Memory Abstraction . . ... ... ... ... ... .....
1.1.2 Segmentation and Paging . . . ... ... ... .. Lo L
Address Translation for Paged Virtual Memory . . . . . . ... ... .. .....
1.2.1  Page Table Structure . . . . . ... ... ... .. L
1.2.2  Multi-grained Address Translation . . . .. ... .. .. ... ......
1.23 NestedPaging . . . . . . . . . ... L
Problem Statement . . . . . ... ...
1.3.1  Multi-grained Address Translation in modern Operating Systems . . . .
1.3.2  The Virtual Memory semantic gap in Virtualized Execution . ... . ..
Thesis Contribution . . . . . . ... ... . L L
1.4.1 Elastic Translations . . . . . . . ... .. ... ... ...
142 AnonPTEs . . . . . . .
Thesis Organization . . . . . . . . .. .. e

2 Background

2.1

2.2

The Buddy Allocator . . . . . . . . . . ...
2.1.1  Per-CPUILsts . . . . . o o e e e e e e
The Page Cache . . . . . . . .. . .. .
2.21  The File-backed FaultPath . . . . .. ... ... ... ... ... .....
2.2.2  The Linux Readahead Mechanism . . . . . ... ... ...........

15

21
21
21
22
23
24
25
28
29
29
30
31
31
34
36

37
37
39
39
39



16 Contents
23 Anonymous Memory . . . . . ... oL 40
23.1 The Anonymous FaultPath . . .. ... ... ... . ... ... ..... 41

24 NestedPaging . . . . . . ... L 42
25 eBPFintheLinuxKernel . . . . ... ... ... ... .. ... .. .. .. ... 42
2.5.1 Programming and Execution Model . . . . . . ... ... 0L 42

2.5.2 Relevance to OS Memory Management . . . . ... ... ......... 43

3 Elastic Translations: Fast Virtual Memory with Multiple Translation Sizes 44
3.1 Overview . . . .. 44
3.2 Background and Motivation . . . ... ... ... 47
3.21  OSsupport for Large Pages . . . . . ... ... ... ... ... .. 48

3.2.2  OS-assisted TLB coalescing . . . . ... ... ... ............ 50

3.2.3  OS-assisted coalescing: Performance potential . . . . . . ... ... ... 51

3.24  The conundrum of translation size selection . . . . ... ... ... ... 52

3.3 Elastic Translations . . . . ... .. .. ... ... L 54
3.3.1 Transparent contiguous bit management . . . . . . ... ... ... ... 54

3.3.2 Coalescing-aware Paging . . . ... ... ... .. ... .. .. ... 56

3.3.3 Coalescing-aware promotions . . . . . . . . ... ... ... 58

3.3.4 Translation size selection policies . . . . . . ... .. ... ... ..... 59

3.3.5 Contiguity Redistribution . . . ... ... ... ... ... ... ... . 61
3.3.5.1 Detecting coldregions . . . . ... ... ... ... ... .. 61

3.3.5.2  Demoting coldregions . . . ... ... ... ... ... 63

3.4 Evaluation . . ... ... ... 63
341 Methodology . .. ... .. . ... 63

3.4.2 Native Execution . . . ... ... ... ... ... 0 oo 65

3.4.3 Virtualized Execution. . . . . . . ... .. L o o 67

3.4.4 External fragmentation. . . . . . ... ... L oL 68

3.45 Performance analysis . . . . . ... ... ... ... L 69

3.4.6  Multi-workload experiments . . . . . .. ... ... . L. 71

347 Overheadanalysis . ... ... ... ... ... .. ... . ... ..., 72

3.4.8 Contiguity Redistribution . . . . . ... ... ... .. 0oL, 72

3.5 Discussion . . . . ... 76
3.5.1  OS interfaces for controlling translation granularity . . ... ... ... 76

3.5.2 Memory Management . . . ... ... ... ... ... 77
3.5.2.1  Allocation policies . . . . . ... ... ... ... ... 77

3.5.2.2  Transparent 1GiB support . . . .. ... ... ... ... ... 78

3.5.2.3  Hints in virtualized execution . . . ... ... ... ... ... 78



Contents 17
3.5.3  Architectural considerations . . . . . ... ... . Lo L L. 78

3.5.3.1  TLB micro-architecture. . . . . . . ... ... ... .. ..... 78

3.5.3.2  Portability . . ... ... ... .. 78

3.533 AccessandDirty Bits . . . . ... ..o o oL 79

3.6 Related Work . . . . . . . . L 79
3.6.1 Translation sizes and large pages . . . . . . ... .. ... ... .. ... 79

3.6.2 Memory contiguity . . . .. ... 79

3.6.3 Sampling-based profiling . . . . . ... ... ... o oL 79

3.6.4  Address Translation Hardware . ... ... ... ... .......... 80

3.7 Conclusion . . . . . . ... L 80

4 AnonPTEs: Bridging the virtualization semantic gap via the MMU 81
41 OVeIVIEW . . . . . . o ittt e e e e e 81

4.2  Working Set Prefetching . . . ... ... ... ... .. ... ... ... ... 83

43 SnapBPF . . . . 84

4.4 Efficient anonymous allocation filtering with AnonPTEs . . . . . ... ... .. 86
44.1  The problem of anonymous allocations. . . . ... ... ......... 86

442 AnonPTEs . . ... .. ... .. .. ... 87

45 Evaluation . . . ... ... 88
451 Methodology . . ... .. .. ... .. 88

452 EvaluationResults . . ... ... ... ... ... . . 90

4.6 RelatedWork. . . . . . . .. 92

47 Conclusion . . . . .. .. e 92

5 Conclusion 93
5.1 Future Directions for HW-tailored memory management . . . . . ... .. ... 94
5.1.1  Extending the range of ET-supported AT granules . .. ... ... ... 94

5.1.2  Multi-grained AT for the OS Page Cache . . . . . . ... ... ... ... 95

513 AT Tiering . . . . . . . . . o o e 95

514 TLBshootdowns . . ... ... ... .. ... ... ... 96

5.1.5 Memorytiering . . . . . . ... 97

5.1.6  Harnessing on-chip hardware accelerators for memory management . . 97

6 List of Publications 98



List of Figures

1.1
1.2
1.3
1.4
1.5

2.1
2.2
2.3

3.1
3.2
33

34
3.5
3.6
3.7
3.8
3.9

Caching virtual-to-physical mappings in the Translation Lookaside Buffer

x86 Radix Page Table . . . . ... ... ... .. ... ... ... .
ARMv8-A OS-assisted TLB coalescing . . . . . ... ... ... .. ... .....
Nested Page Tables . . . . . . . . . . . . . . .
AnonPTEs: A lightweight PV interface for VM memory allocations to avoid un-

necessary IO. . . . . . ..

The Linux buddy physical memory allocator. . . . . .. ... ... ........
The two-dimensional page walk of nested paging. . . . . .. ... ... .....

The eBPF executionmodel. . . . . . . . . .. ... ...

Evolution of the TLB reach of modern CPU cores. . . . . . . . . .. ... ....
ARMvVS-A OS-assisted TLB coalescing. . . . . . ... ... .. ... ... ....

Performance of HugeTLB intermediate-sized translations on a non-fragmented
ARMvS8-Amachine. . . . . . ... ..

MMU hotspots with HW-assisted vs Accessbit sampling . . . . . ... ... ...

ET contiguous bit management during a PMD (2MiB) (2) and PTE (4KiB) (1) fault.

CoalaPaging target PFN calculation and allocation. . . ... ... ... .. ...
Coalescing-aware khugepaged. . . . . ... ... ... .. ... .. . ...
Address space translation overhead heatmap generated by Leshy . . . . . . . ..

Extending ET to support demotions. . . . . . .. . ... ... ... ... ..

18

23
25
27
28

35

38
41
42

48
50

52
53
54
56
58
59
62



List of Figures

19

3.10

3.11
3.12
3.13
3.14
3.15
3.16
3.17
3.18
3.19

3.20

3.21
3.22

4.1

4.2
4.3
4.4

4.5
4.6

5.1

Elastic Translations (ET) performance on a non-fragmented node for native exe-
cution . . . . ...
3.10a Speedup . . . ...
3.10b TLBmissreduction . . . . ... .. ... ... .. ... .. .. .. ...
Distribution of translation sizes . . . . ... ... ... . L L.
ET performance in virtualized execution . . . .. ... ... ... ... .....
ET native performance under fragmentation. . . . . . . ... ... ... .. ...
Performance breakdown of ET components . . . . . . ... ... .. .......
TLB miss sampling vs access-bit monitoring accuracy . . . ... ... .. .. ..
ET performance for multi-workload mixes. . . . . ... ... ... ........
Faultlatency CDF . . . . . . . . .
Access heatmap for the hashjoin benchmark. . . . ... ... ... ... .. ...
Normalized execution runtime, when running two hashjoin instances, on a frag-
mented system. . . ... L
32MiB (order 13) pages in the buddy allocator free lists over time as cold regions
getdemoted . . . . . ...
32MiB translations allocated by the first and the second hashjoin benchmark.

Controlling translation granularity from userspace with eBPF. . . . . . .. . ..

Loading Functions from VM sandbox snapshots on Linux. State-of-practice and
state-of-the-art. . . . . . . . ... L
4.1a  Vanilla Linux Readahead. . . . ... ... ... ... .. .. ... ....
41b  Record-and-prefetch. . . . . . ... ... ... o oL
41c  FaaSnap. . . . .. ... ...
SnapBPF Prefetching. . . . . . . .. . ... . ..
AnonPTEs: A PV interface for VM memory allocations to avoid unnecessary IO.
Performance of SnapBPF with AnonPTEs compared to state-of-the-art . . . . .
44a  EZ2E function latency for a single function instance. . . . . . .. ... ..
44b  EZ2E function latency for 10 concurrent function instances. . . . . . . . .
Memory consumption for 10 concurrent function instances. . . . ... .. ...

Breakdown analysis of the AnonPTEs effect on SnapBPF.. . . . . ... ... ..

A proposal for translation size tiering. . . . . . ... ... o Lo

64
64
64
65
67
69
70
70
71
72
73

74

75
75
76

83
83
33
83
85
87
89
89
39
90
91

96



List of Tables

1.1
1.2

1.3

3.1
3.2
3.3

4.1

Translation Granules for modern CPU Architectures. . . . . . . . ... ... ..

State-of-practice and state-of-the-art OS interfaces and mechanisms for multi-

grained address translation. . . . .. ... L L L 0oL

The kernelspace and userspace components of Elastic Translations. . . . . . ..

The kernelspace and userspace components of Elastic Translations. . . . . . ..

State-of-practice and state-of-the-art large page

interfaces. . . .. .. .. .. ..

Evaluation Workloads. . . . . . . . . . . . .. .

Comparison of snapshot prefetching techniques

20

27

30
32

45
49
63

87



CHAPTER 1

Introduction

It is a truism in computer-system design that all good ideas become bad ideas, and
nearly all bad ideas become good ideas: the nature of the field is such that all ideas
must be reevaluated in the light of any shift in technology.

Bruce Jacob [1]

1.1 A Trip Down Virtual Memory Lane

1.1.1 The Virtual Memory Abstraction

The abstraction of virtual memory [2] has become one of the foundational building blocks of mod-
ern general-purpose computer systems. The need to abstract away and virtualize the system’s
physical memory emerged early in the evolution of computing. Random access volatile memory,
commonly referred to as the main memory of a computer system, was and remains to this day
an expensive and scarce resource. During the 1950s, as computer programs started to outgrow
the available main memory of contemporary computer systems, programmers were forced to
carefully orchestrate the loading and unloading of parts of the code and data of the programs,
stored on secondary non-volatile storage, to and from main memory. Multi-programmed execu-
tion complicated physical memory management even further. Multiple computer programs now
needed to coordinate in order to jointly manage physical memory.

Computer system designers solved the problem at hand by de-privileging the computer pro-

21



22 Chapter 1. Introduction

grams running on a system and shifting the burden of physical memory management to a privi-
leged system component that eventually became known as the Operating System (OS) [3]. The
OS relies on hardware (HW) support in order to give programs the illusion of being the single
exclusive owners of the entire memory address space, by decoupling the (virtual) memory ad-
dress space seen by programs from the physical memory address space of the system [4]. The
burden of managing the mapping between the virtual address spaces and the actual physical
memory of the system, as well as the placement of computer program memory, i.e., which parts
of the program memory will reside on main memory and which on secondary storage, shifted
to the Operating System (OS). This paradigm shift freed application programmers from having
to implement their own memory management policies and allowed for the efficient centralized

management of physical memory by the OS.

1.1.2 Segmentation and Paging

One of the key decisions system designers have to make, when designing and implementing
virtual memory systems, concerns whether the mapping of virtual addresses to physical ones
occurs in arbitrary or fixed granularity [2]. The first approach, known as segmentation, opts for
arbitrarily, variably sized segments to map from the virtual to the physical address space [5].
This coarse mapping granularity reduces the number of total mappings required. Moreover, as
segments can be arbitrarily sized to match the size of the mapping, they don’t suffer from internal
fragmentation. However, this size variability leads to external fragmentation. As segments are
allocated and freed in physical memory, arbitrarily-sized holes of free memory are created in the
physical address space. Subsequent segment allocation requests are not guaranteed to be able
to find a large enough contiguous chunk of free physical memory, even though the total free
physical memory of the system would be enough to satisfy the allocation request.

The other approach, known as paging, divides the virtual address space in fixed-sized pages,
which are then mapped to equally fixed-sized frames of physical memory. Paging inverses the
fragmentation trade-offs of segmentation. It eliminates the external fragmentation that plagues
segmented virtual memory. Conversely, paged virtual memory suffers from internal fragmen-
tation, due to the fixed size of the mapping. However, the internal fragmentation induced by
paging can be controlled via the size of the mapping, i.e., the page size.

While segmented virtual memory was adopted by commercial systems in the early days of
virtual memory [2], eventually paged virtual memory prevailed as the dominant virtual memory
design. Consequently, this influenced the design of modern Operating Systems and their memory
management subsystems, which almost exclusively focus on and are designed for paged virtual
memory hardware. Nonetheless, in recent years researchers have revisited segments, integrated

with traditional paged virtual memory, in an attempt to tame the address translation overheads
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of paging [6, 7].

1.2 Address Translation for Paged Virtual Memory

When designing paged virtual memory systems, system designers are faced with several key
design decisions, the most impactful of which is, as mentioned briefly in the previous section,
the granularity of the virtual to physical mappings (translations), i.e., the page size. However, the
selection of a page size is intertwined with other design choices, that concern how to index and

cache these mappings.
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Figure 1.1: Caching virtual-to-physical mappings in the Translation Lookaside Buffer

Even from the earliest virtual memory systems, it was apparent that address translation, i.e.,
the process of mapping virtual addresses to physical ones, would pose a significant challenge per-
formance wise. As discussed in the previous section, compared to segmentation, the increased
number of mappings of paged virtual memory systems made address translation even more chal-
lenging. To that end, virtual memory systems employed from the get go specialized per-CPU
caches, commonly called Translation Lookaside Buffers (TLBs), that cache the results of these
translations, so that the address translation overhead is not imposed on each memory access
(Figure 1.1).

The way that TLB misses and TLB refills are handled, i.e., what happens when, upon a mem-
ory access, a translation for a particular virtual address is not found in the TLB cache, has a direct

impact in determining both the page size and the indexing scheme employed, and consequently
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on the overhead of address translation and virtual memory as a whole. During the evolution
of paged virtual memory systems, two approaches have emerged and been adopted by different

CPU architectures, each with its own trade-offs.

SW-managed TLBs, were commonly adopted by RISC (Reduced Instruction Set Computer)
CPUs, such as MIPS [8, 9], which favored hardware simplicity, opting for offloading the decisions
regarding the indexing and the granularity of the virtual to physical mappings to the software.
As such, architectures supporting SW-managed TLBs don’t typically include in the specification
of the ISA (Instruction Set Architecture) an indexing scheme for virtual-to-physical translations
and only provide in the hardware a cache (TLB) for these translations. Importantly, TLB misses
and refills are handled in software. Whenever a translation misses in the TLB, the CPU will trap
into the OS, which will then load the translation into the TLB. This provides the OS with a lot of
flexibility in deciding how to organize and index the virtual-to-physical translations. However,
this flexibility comes at a cost. Handling TLB refills by trapping to the OS incurs a significant
performance overhead, which quickly outweighed the benefits of flexibility [10].

The second approach, HW-managed TLBs, lets the hardware, i.e., the Memory Management
Unit (MMU), handle TLB refills. This has the implication that the MMU must know how to re-
trieve the missing translation from memory. This further implies that the architecture has to
specify an exact indexing scheme for the virtual-to-physical translations, commonly called the
page table. The MMU then implements hardware page table walkers, that are able to traverse the
page table and retrieve the missing translation. HW-managed TLBs have become the dominant
approach for modern, high-performance, general-purpose CPUs, being supported by architec-
tures like x86, ARMv8 and RISC-V [8, 11, 12].

1.2.1 Page Table Structure

As discussed above, depending on the architecture, the indexing scheme for virtual-to-physical
translations, i.e., the page table structure, might be mandated by the ISA, in the case of HW TLB
refillers, or the OS might have the freedom to implement any structure it sees fit to store and

index these translations, when TLB refills are offloaded to software.

The vast majority of CPUs and OSes implement one of two indexing structures, namely a
sparse, forward-mapped, multi-level radix tree, or a hash-indexed, typically inverted, page ta-
ble [8, 9], each with different trade-offs [13, 14]. While both structures have been adopted by
several successful systems in the past and have also been extensively studied by academia [15-
18], radix trees have emerged as the prevailing page table structure, employed by the x86, ARMv8
and RISC-V architectures [11, 12] (Figure 1.2). The POWERISA [19] is the notable exception, still
supporting hashed page tables.
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Figure 1.2: x86 Radix Page Table

The whole point really is that the page table tree as far as Linux is concerned is nothing

but an _abstraction_ of the VM mapping hardware. It so happens that a tree format is

the only sane format to keep full VM information that works well with real loads.
Linus Torvalds [20]

1.2.2 Multi-grained Address Translation

Regardless of the page table structure and the handling of TLB refills, there is a common, crucial
parameter that system designers need to define when designing paged virtual memory systems,
the granularity of the virtual-to-physical mappings (translations). Selecting an optimal page size
has been studied since the early days of paged virtual memory [2, 21]. Increasing the page size
reduces the number of translations, alleviating the overhead of address translation. On the other
hand, larger page sizes face increased internal fragmentation [22]. Moreover, as virtual memory
is intertwined with the file system layer of the OS, there is a natural pressure to align the page
size with the optimal granularity of transfer of block devices [23]. Early paged virtual memory
systems favored smaller page sizes, typically 512 bytes. As the virtual and physical address
spaces grew over time, with the transitions to 32-bit and then 64-bit address spaces, and the ever-
increasing memory capacity of computer systems, the optimal page size followed, eventually
settling on 4KiB, which is the page size most commonly used by modern computer systems, and
has essentially become the de facto page size.

However, computer architects soon realized that supporting only one translation granule,
i.e., page size, implied certain trade-offs that might not suit the needs of all applications and
systems [22, 24]. They hence started to embrace flexibility in the translation granularity, i.e.,
multi-grained address translation. The most direct way to support multi-grained address trans-

lation is by extending the architecture and the OS to support multiple page sizes. As it will
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become apparent later, this has far-reaching implications both for the micro-architecture and
the OS memory manager [25].

While there were proposals that worked entirely in hardware and required limited or no mod-
ifications to the architecture specification, i.e., the page table structure [26-28], all approaches
on multi-grained address translation relied on some form of cooperation between the OS, the
architecture and the micro-architecture [22, 25, 26, 29]. An over-arching requirement on the
micro-architecture side, is that the TLB must be modified to be able to cache variably-sized trans-
lations [24, 26-28, 30-32].

Earlier approaches. The first attempts to retrofit multi-grained address translation to paged
virtual memory systems concerned older generation, typically RISC, architectures and CPUs,
which commonly employed non-radix page table structures and SW-refilled TLBs [8-12]. The
translation granularity for each PTE was tracked and managed by the OS, usually via a hashed
inverted page table. Upon a miss, the OS TLB miss handler would load an appropriately-sized
translation into the TLB. On the OS side, a lot of research of that era focused on proprietary UNIX
OSes, running on those systems, adapting them so that they could efficiently handle multiple
page sizes [8, 9, 33-36]. Three main common issues were raised by these works, concerning i)
how should the OS manage and allocate physical memory when dealing with multiple page sizes,
ii) who and how should decide about the optimal page size to use, and iii) whether large pages
should be created synchronously at fault time and / or asynchronously via page migrations [37,
38].

Radix Trees with HW-refilled TLBs. As these earlier generation architectures were gradually
superseded by the x86 architecture, the OSes similarly adapted to the HW-refilled radix tree page
tables for the x86 ISA. The x86 radix page table tree supports multiple page sizes by storing larger
virtual-to-physical translation higher in the radix tree, effectively short-circuiting the page walk
process, and supporting 4KiB base pages at the lowest level, and 2MiB and 1GiB large pages in
the higher levels of the tree. While the x86 ISA stops at 1GiB large pages, they could theoretically
extend to even higher levels of the radix tree (as is specified by RISC-V [39]). x86, ARMv8-A and
RISC-V all support large pages via this mechanism.

OS-assisted TLB coalescing. The DEC Alpha architecture [40] supported multiple page sizes
via granularity hints, embedded within the page table entry (PTE). This design, also referred
to as PTE replication [13], was partially adopted by the ARM architecture, in the form of the
contig bit [41], working orthogonally to its x86-inspired HW-refilled multi-level radix page tables
(Figure 1.3). This was later also adopted by RISC-V in the form of the NAPOT extension [32, 39].
Researchers working on HW-refilled radix trees, i.e., on the x86 architecture, also independently
proposed similar, albeit more flexible approaches [42, 43]. As these architectures support large
pages via their radix tree levels, this form of multi-grained address translation was known as OS-

assisted TLB coalescing. Instead of relying on HW to detect and coalesce virtually and physically
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Figure 1.3: ARMv8-A OS-assisted TLB coalescing

Translation Granules

Archi
rchitecture (PTE - cPTE - PMD - cPMD - PUD)
x86 4KiB - 2MiB - 1GiB
4KiB - 64KiB - 2MiB - 32MiB - 1GiB
ARMvS-A 16KiB - 2MiB - 32MiB - 1GiB
64KiB - 2MiB - 512MiB - 16GiB
RISC-V 4KiB - 8KiB .. 1MiB - 2MiB, 4MiB .. 512MiB - 1GiB

Table 1.1: Translation Granules for modern CPU Architectures.

contiguous and properly aligned groups of pages [27, 28], the burden is shifted to the OS, which
signals to the TLB, via the page tables, that certain groups of pages are contiguous and can thus

be coalesced into a single translation entry.

Table 1.1 summarizes the supported translation granules for x86 [44], ARMv8-A [41] and
RISC-V [39]. PTE, PMD and PUD granules are supported via the "x86” large page mechanism,
storing each translation in the respective level of the radix page table tree. Note that the table
omits the larger page sizes (512GiB and 256 TiB) supported by RISC-V when using 48-bit (Sv47) or
57-bit (Sv57) virtual address spaces. ¢cPTE and cPMD granules are supported via architectural OS-
assisted TLB coalescing mechanisms, the contig bit on ARMv8-A and NAPOT on RISC-V. Finally,
also note that ARMv8-A allows for three different sets of translation granules, as the architecture
supports three different base granules (4KiB, 16KiB and 64KiB).
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1.2.3 Nested Paging

Virtualized execution presents additional challenges for paged virtual memory systems [45]. Full-
system virtualization, introduced by the IBM mainframes in the 1970s [46, 47], saw a resurgence
in the 1990s [48], targeting cache-coherent Non-Uniform Memory Access (ccNUMA) multipro-
cessor systems [49, 50], and finally came to dominate the computing landscape, as the foundation
of x86-based cloud computing, in the 2010s [51, 52].

As x86 was not inherently able to support virtualization efficiently [46], early approaches
opted for software techniques, i.e., paravirtualization [52] and dynamic binary rewriting [53,
54]. Eventually, x86 hardware vendors, Intel and AMD, added architectural extension to their
processors, that enabled the efficient virtualization of x86 systems [44, 55]. This approach was
later also adopted by the ARMv8-A [41] and RISC-V [39] architectures.

For virtual memory, the software approach, commonly called shadow paging [7, 45, 56] re-
quires the OS to maintain shadow page tables. The hypervisor write-protects the memory where
the page table of the virtual machine (VM) resides, so that attempts by the VM to modify its
page tables will trap to the hypervisor. The hypervisor then replicates the intended changes to
the shadow page tables, which are the ones that are actually used by the virtual memory hard-
ware. Shadow paging introduces considerable complexity to system software and for systems
and workloads with a high frequency of page table modifications, it also incurs high overhead
due to trapping.

To that end, architectural hardware extensions support a form of virtualized paging, com-
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monly referred to as nested paging (Figure 1.4). The virtual machine (guest) maintains its own
page table, which it is able to modify without trapping to the hypervisor. The MMU is modified so
that the guest physical memory is then mapped to hypervisor (host) memory via the hypervisor
(host) page tables, hence the name, nested paging [45].

While nested paging obviates the trapping overhead for page table modifications, and greatly
simplifies system software handling, it adds an extra dimension to page table walks, i.e., a single
virtualized translation required walking two sets of page tables, greatly increasing the overhead

of page walks, hence TLB misses.

1.3 Problem Statement

1.3.1 Multi-grained Address Translation in modern Operating Systems

As discussed earlier, the first attempts to support multi-grained address translation in Operating
Systems was done mostly by commercial UNIXes, such as HP-UX [34, 57], Solaris [33], Irix [35],
and AIX [58], which typically ran on RISC CPUs, such as PA-RISC, SPARC, DEC Alpha and
POWER, commonly employing SW-refilled TLBs and non-radix page tables. As x86 emerged as
the prevailing architecture for general-purpose, high performance CPUs, both on the desktop
and for the datacenter, the focus shifted to OSes that ran on the x86 ISA, e.g., Linux and FreeBSD.
Consequently, the HW-refilled radix page table structure of the x86 architecture, and its simpli-
fied, relative to earlier CPUs, large page model, became the de facto standard, which modern

Operating Systems build upon [11, 12].

Both Linux [61, 64] and FreeBSD [65] transparently support 2MiB large pages, while support
for 1GiB pages is restricted behind explicit, non-transparent interfaces [59, 66]. As the industry
focus shifted to the x86 large model, so did the focus of academia. Most works in the x86 era
hence focus on optimizing Linux [62, 67-70] and FreeBSD [71] 2MiB transparent large pages.
Linux has been recently extended to support multi-sized transparent large pages, smaller than
2MiB, via the multi-sized THP (mTHP) mechanism [60].

Table 1.2 provides a summary of the state-of-practice and state-of-the-art approaches for
multi-grained address translation on Linux and FreeBSD. Transparent support for intermediate-
sized translations (i.e., 64KiB and 32MiB) is limited, both for native and virtualized execution.
Most designs focus on the x86 4KiB / 2MiB / 1GiB model, with most fault-time and promotion
policies assuming a single available large page size (i.e., 2MiB) [29, 61, 62, 72]. When multiple

sizes are considered [60, 63] simplistic fallback policies are used.
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Table 1.2: State-of-practice and state-of-the-art OS interfaces and mechanisms for multi-grained ad-

dress translation.

1.3.2 The Virtual Memory semantic gap in Virtualized Execution

Virtualized execution has become in the last couple of decades almost as ubiquitous as virtual
memory, serving as the cornerstone of cloud computing, driven by both the need of compute
infrastructure providers to efficiently manage and consolidate user workloads and the desire of
users for resource elasticity and demand pricing.

Besides the address translation overhead incurred by nested paging during virtualized exe-
cution, virtualization also creates a semantic gap between the virtual memory subsystems of the
host (physical) and guest (virtualized) OS instances [73-75]. Each virtual memory subsystem acts
mostly independently, unaware of the decisions taken by the other. This leads to inefficiencies
in terms of performance and memory waste.

This semantic gap becomes especially apparent and problematic, when using virtual machine
(VM) memory snapshots to accelerate the start-up time of VM-sandboxed serverless functions.
Serverless computing pushes the resource elasticity and pay-as-you-go model of cloud com-
puting to the limits. Users encapsulate their business logic as functions, which the serverless
providers then deploy and scale independently based on incoming load. These serverless function
are typically short-lived, with execution runtimes in the second and millisecond regime [76, 77].
To sandbox and isolate serverless functions between tenants, serverless providers can choose
between OS-level virtualization mechanisms, i.e., containers, or virtual machines. The providers
typically favor the stronger isolation guarantees of virtualization, hence forgoing the more light-

weight OS-level virtualization. This however comes in contrast with the short-lived nature of
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serverless functions. To that end, providers and academia have worked towards lightening the
overhead of virtualization sandboxing, first by creating specialized lightweight virtual machine
monitors (VMMs), which sandbox user functions inside minimal microVMs [78], and then by uti-
lizing checkpoint-and-restore mechanisms [79], whereby the virtual machine memory is check-
pointed to a snapshot file on disk. When a function needs to execute again, instead of pay-
ing the overhead of virtual machine creation and booting, the VMM is able to restore the VM
and function state from the memory snapshot, hence accelerating start-up time (cold start). Re-
searchers [80-82] have pushed this even further, by capturing per-function working sets from
the snapshot file and prefetching said working set in advance, thus avoiding the nested page
faults that would otherwise happen, as the function would attempt to access its working set
pages from the snapshot file.

While this alleviates the faulting overhead, one issue remains. When the guest (virtualized)
OS allocates anonymous memory, to be used by the function, this memory is mapped to page
on the snapshot file on disk. Due to the virtualization-induced semantic gap between the host
and the guest virtual memory subsystems, the host OS (VMM) is unaware about the anonymous,
ephemeral nature of these allocations. When the function inside the VM will attempt to access
this memory, the host OS will unnecessarily fetch the corresponding pages from the snapshot
file on disk, as these pages are anonymous memory inside the VM, they don’t contain any valid
state.
Prior Art Limitations. Previous approaches to this problem, such as Faast [82], and FaaS-
nap [81], tackle the issue by resorting to scanning and pre-processing the snapshot file. FaaSnap
patches the VM kernel to zero pages when they are freed, then scans the snapshot file for zero
pages and maps those zero regions to anonymous memory. Faast relies on the allocator meta-
data of the VM kernel to identify pages that are not actively used in the snapshot and routes
faults for these pages to anonymous memory. Regardless of the mechanism employed, both ap-
proaches rely on preemptive snapshot scanning and pre-processing to optimize the handling of

VM memory allocations, adding complexity and overhead.

1.4 Thesis Contribution

1.4.1 Elastic Translations

The first part of this thesis focuses on the address translation overhead of paged virtual mem-
ory, for both native and virtualized execution. It specifically targets the impact of translation
granularity on virtual memory performance, as well as on the interplay between translation
granularity and OS memory management.

As discussed in Section 1.3.1, the thesis initially surveys the available HW mechanisms that
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Component Purpose Main Contribution
Transparent Transparent, opportunistic creation . . .
Nat t for 32MiB t lat
Contig-Bit of 64KiB and 32MiB translations é\l/;:tizlllisgan (s)li ori fo;zlllls S?ZI;HS
(kernelspace) via OS-assisted TLB coalescing PP
. Transparent, opportunistic creation Practical and scalable allocation policy
CoalaPaging . . . . . . L
(kernelspace) of contiguous 64KiB and 32MiB for 32MiB mappings, with minimal
mappings across page faults impact on fault latency and memory bloat

Enables the creation of

CoalaKhugepaged Asynchronous creation of 64KiB 64KiB and 32MiB translations

ki 1 d 32MiB i ia migrati
(kernelspace) an 1 mappings via migrations under memory pressure (fragmentation)
Optimal translation size selection
Leshy Profiler Runtime translation size selection from an extended range of sizes
(userspace) guidance via MMU overhead profiling via lightweight HW-assisted

TLB miss sampling

Table 1.3: The kernelspace and userspace components of Elastic Translations.

enable multi-grained address translation, namely large pages and TLB coalescing, and the exist-
ing interfaces that modern OS, such as Linux and FreeBSD provide to support these mechanisms
in order to enable the OS to utilize multiple translation granules. The survey uncovers inherent
limitations in these OS interfaces that hamper the effectiveness of the underlying HW mecha-
nisms and the ability of the OS memory manager to efficiently and effectively utilize multiple
translation granules.

The thesis then proposes Elastic Translations (ET), a novel approach that adopts a markedly
different approach regarding the way the OS interfaces with the aforementioned HW mecha-
nisms and enables the OS to seamlessly and optimally use and select among all HW-supported
translation granules.

ET contribute four tightly integrated mechanisms, summarized in Table 1.3.

Transparent contiguous-bit management. ET extend the Linux memory manager and KVM
to transparently and opportunistically coalesce contiguous memory mappings into larger trans-
lations via the OS-assisted TLB coalescing feature of ARMv8-A (contig-bit), for both 64KiB and
32MiB translations, for both native and virtualized execution. Whenever a page table entry is
created or modified, ET checks whether the neighboring entries in the coalescing range are suit-
ably aligned, physically contiguous, and have compatible page flags and access permissions. If
all conditions are met, ET promote the range to an intermediate-sized translation by setting the
contiguous bit in each page table entry. Conversely, when any page entry modification invali-
dates these conditions, ET demote the range by clearing the contiguous bit and performing the
necessary TLB invalidations.

CoalaPaging: Coalescing-aware demand paging. ET augment demand paging with a light-
weight, coalescing-aware allocation policy, CoalaPaging. CoalaPaging extends the Linux page

fault handler to opportunistically allocate suitable 4KiB and 2MiB pages across consecutive faults
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in order to lazily generate intermediate-sized contiguity that matches the coalescing sizes sup-
ported by the hardware. Rather than eagerly allocating an entire 32MiB region at once, which
would increase fault latency and memory bloat, CoalaPaging tracks partial contiguous alloca-
tions across faults and completes them opportunistically. This approach provides a practical
and scalable allocation policy for 32MiB mappings with minimal impact on fault latency, while
avoiding the memory waste associated with eager large-page allocations. CoalaPaging does not
reserve memory or require explicit metadata tracking.

CoalaKhugepaged: Asynchronous coalescing-aware promotions. ET generalize Linux’s khuge-
paged to migrate and coalesce partially contiguous regions into fully coalesced 64KiB and 32MiB
mappings. CoalaKhugepaged leverages partial contiguity created by CoalaPaging to significantly
reduce migration volume, enabling large translation formation even on fragmented systems.
CoalaPaging and CoalaKhugepaged work synergistically: fault-time mechanisms establish par-
tial contiguity opportunistically, while background promotion completes the coalescing asyn-
chronously.

Leshy: HW-assisted MMU overhead profiling and translation size selection. ET introduce a
profiling-driven translation-size selection policy, guided by lightweight hardware-assisted TLB-
miss sampling. Leshy is a userspace profiler that implements the ET policies for translation
size selection at runtime, leveraging the ARMv8-A Statistical Profiling Extension (SPE) to sam-
ple the TLB misses of workloads and track the virtual address and page walk latency for each
sampled miss. From this data, Leshy generates a translation-overhead heatmap of the address
space, identifying MMU hotspots, i.e., narrow regions responsible for the majority of TLB misses.
Unlike prior approaches that rely on page-based access frequency sampling, HW-assisted TLB
miss sampling enables Leshy to identify MMU hotspots at a higher resolution, as not every fre-
quently accessed page contributes equally to translation overhead. Leshy then maps address
space regions to translation sizes with the goal of minimizing translation costs, and drives the
ET in-kernel mechanisms by loading the generated translation-size profiles into the kernel.
Contiguity Redistribution via Demotions. ET also enable the redistribution of reserved conti-
guity at runtime via asynchronous demotions. Due to the transient nature of the execution pro-
file of many applications, certain address space regions might go cold, wasting physical memory
contiguity for processes and regions that no longer benefit from it. Leshy is extended to dy-
namically switch between TLB miss sampling and memory access sampling based on the MMU
intensity of the profiled application at runtime. When TLB misses drop below a threshold, Leshy
switches to memory access sampling to detect cold address space regions mapped by larger trans-
lation granules. For these cold regions, it issues demotion hints to a complementary in-kernel
ET component, which asynchronously migrates the demoted regions to non-contiguous parts of
the physical address space, relinquishing the unused contiguity back to the system for use by

other applications experiencing MMU pressure.
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Implementing ET in Linux for the ARMv8-A architecture and evaluating its performance on
a real ARMv8-A server shows that ET unlock the full potential of the OS-assisted TLB coalescing
feature of the ARMv8-A architecture and enable the OS memory manager to optimally utilize
the extended range of translation granules, enabled by coalescing, outperforming both state-of-
practice and state-of-the-art approaches. Transparent 64KiB translations perform closely to 2MiB
pages for memory-intensive workloads with small footprints, for both native and virtualized
execution. For larger workloads, transparent 32MiB translations improve performance by 10%
on average and up to 39% over THP for native execution, and by 30% on average and up to 150%
for virtualized execution. Finally, Leshy’s microarchitectural-aware policies guide ET to map the
footprint of workloads by utilizing an optimal mix of all available translation sizes, minimizing
address translation overhead. This improves overall performance under fragmentation by 12%
on average and up to 20% over THP and state-of-the-art approaches, while consistently reducing
the number of 2MiB pages used. Collectively, ET provide the first fully transparent, coalescing-
aware, and profiler-guided support for multi-granular translations in Linux for both native and

virtualized execution.

1.4.2 AnonPTEs

The second part of the thesis focuses on bridging the semantic gap between the virtual memory
subsystems of physical and virtualized OS instances via the virtual memory hardware, i.e., the
Memory Management Unit (MMU).

As discussed previously in Section 1.3.2, this semantic gap becomes particularly apparent and
problematic when using Virtual Machine (VM) memory snapshots to accelerate VM boot times,
a technique heavily employed in latency-sensitive scenarios such as Function-as-a-Service (FaaS)
serverless computing. As VM snapshots are stored as files on disk, the OS on the physical host
treats the entire VM memory as a file, being oblivious to the ephemeral anonymous allocations
performed by the VM memory subsystem.

The thesis proposes a lightweight paravirtualized (PV) mechanism, AnonPTEs, to enlighten
the host OS regarding the nature of the VM memory allocations by taking advantage of the virtual
memory hardware. AnonPTEs piggyback on the VM AT structures, i.e., the VM page tables, to
create a mirrored guest physical address space for the ephemeral anonymous allocations of the
VM, enabling the host OS to detect such allocations and serve them using anonymous memory
instead of unnecessarily fetching memory pages from the VM memory snapshot file.

An overview of the AnonPTEs mechanism is depicted in Figure 1.5. The VM (guest) kernel is
modified so that when it attempts to allocate memory, it marks it in a way that it can be detected
by the VMM on the host. When the guest kernel maps freshly-allocated anonymous memory

in its page tables, instead of using the actual guest page frame number (gPFN), it sets the most



1.4. Thesis Contribution 35

microVM

(1]

Page Fault | Function

User-space

Buddy Allocator

Page Tables
Guest PFNs Mirrored PFNs

Guest OS

(]

VM exit ‘\@

Pages

Anonymous/memory Page Cache

PGD \
PUD
D ~,
0 O I:I Pmofm

Buddy Allocator

Host KVM

Extended Page Tables

SSD

Figure 1.5: AnonPTEs: A lightweight PV interface for VM memory allocations to avoid unnec-
essary IO.

significant bit (MSB) of the PFN, effectively mirror-mapping this page to a higher PFN space. The
host kernel, specifically the Linux Kernel Virtual Machine (KVM), when handling nested page
faults for the VM, detects faults for such mirrored PFNs. In that case, it uses anonymous memory
to serve the page fault instead of fetching pages from the on-disk snapshot. It then maps this
anonymous page to both the mirrored and the original gPFN in the VM’s nested page tables,
so that when the VM subsequently reuses this memory, it also points to the anonymous page
allocated by the host.

AnonPTEs enable the host OS to handle VM memory allocations without redundant I/O from
the snapshot file and without requiring any preemptive snapshot scanning or pre-processing.
Moreover, the design is hypervisor and OS agnostic, although the thesis implements and evalu-

ates it for Linux and KVM using the Firecracker microVM monitor.

AnonPTEs are implemented in Linux v6.3, and are integrated with the firecracker microVM
manager v1.11. The thesis evaluates AnonPTEs for the FaaS use-case, by extending SnapBPF [83],
a state-of-the-art eBPF-based serverless function snapshot prefetcher and using representative
serverless workloads from the FunctionBench suite [84] and real-world functions [85]. The eval-
uation results show that AnonPTEs match and improve upon state-of-the-art serverless snapshot
prefetching approaches. Functions that allocate large amounts of memory during invocation see

significant improvements from the PV PTE marking mechanism, as it redirects nested page faults
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for such allocations to anonymous memory and eliminates unnecessary fetching of pages from
the snapshot file. By eliminating major page faults for anonymous VM allocations, AnonPTEs sig-

nificantly reduce tail latency for VM-sandboxed serverless functions that employ snapshotting.

1.5 Thesis Organization

Chapter 2 provides an overview of Linux memory management and the eBPF framework, that
permeate both proposals.

Chapter 3 provides an in-depth description and evaluation of Elastic Translations, which en-
able the OS to efficiently handle multi-grained address translation, both at fault time and asyn-
chronously. Chapter 3 is based on the paper published in the 57th IEEE/ACM International Sym-
posium on Microarchitecture (MICRO 2024) [86], which was first presented as a poster at the 18th
ACM SIGOPS European Conference on Computer Systems (EuroSys’23) [87]. It also presents an
extension to the published work that pushes translation elasticity even further by designing a
demotion mechanism, allowing the OS to downgrade translations to reclaim contiguity, based
on userspace hints, during memory pressure. Finally, it includes a discussion, based on work
presented at the ACM Student Research Competition (ACM SRC) at the 57th IEEE/ACM Interna-
tional Symposium on Microarchitecture [88], on the design of OS interfaces to enable userspace
to drive OS memory management decisions and a vision for future work, which intends to make
contiguity a first-class OS metric.

Chapter 4 presents AnonPTEs, the paravirtualized mechanism that bridges the semantic gap
of the virtual memory subsystems of host and guest OS, and its integration in SnapBPF, a state-
of-the-art framework, based on eBPF [89], that accelerates snapshot start times for microVM-
sandboxed serverless functions via working set prefetching. Chapter 4 is based on the work
published at the 17th ACM Workshop on Hot Topics in Storage and File Systems (HotStorage
2025) [83], which earned the best paper award. The first part of the paper, regarding eBPF
prefetching, was the research artifact of a diploma thesis conducted earlier at the Computing
Systems lab [90] and is not a direct result of this dissertation.

Chapter 5 concludes the thesis and summarizes future directions for hardware-tailored mem-
ory management, and Chapter 6 provides a list of publications the author contributed to during
their thesis.



CHAPTER 2

Background

This chapter provides a brief background on OS memory management concepts, that permeate
both Elastic Translations and AnonPTEs. It specifically focuses on the memory manager of the
Linux kernel [91, 92]; how it manages physical memory (Section 2.1), how it handles memory
allocations for the filesystem page cache (Section 2.2) as well as for anonymous memory (Sec-
tion 2.3), and a description of how paged virtual memory works in virtualized execution (Sec-
tion 2.4). It concludes with a primer on the eBPF technology that is referenced both in the context
of Elastic Translations, when discussing OS interfaces for translation elasticity, and AnonPTEs,
specifically its integration in SnapBPF, a state-of-the-art prefetcher for serverless functions that

employs eBPF.

2.1 The Buddy Allocator

Linux uses a buddy allocator [93-95] to manage the physical memory of the system. The buddy
allocator (Figure 2.1) organizes physical memory in contiguous and aligned groups of power-of-
two (2") 4KiB pages. n, the binary logarithm of the group size in 4KiB pages, is called in Linux
term the order of the group. A single 4KiB page has an order of 0, a 2MiB group of contiguous
and aligned pages has an order if 9, as it consists of 512 (2°) consecutive 4KiB base pages etc.
For each order, the buddy allocator maintains a linked list of contiguous and aligned pages
of that order. The maximum order for which the allocator maintains such a list is called in Linux
terms the MAX_ORDER. It defaults to 10, i.e., 4MiB, but it can be and indeed is configured to

37
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Figure 2.1: The Linux buddy physical memory allocator.

different larger values for specific kernel configurations. Collectively, these lists are referred to

as the buddy allocator free lists.

The kernel separates the available physical memory of the system into different nodes, based
on the system’s NUMA (Non-Uniform Memory Access) configuration [96], and further separates
each node in memory zones, based on specific characteristics of certain parts of the physical ad-
dress space. The bulk of the available physical memory of each NUMA node typically comprises
a single zone, called ZONE_NORMAL. The kernel maintains separate free lists, i.e., separate

buddy allocator instances, for each memory zone in the system.

A simplified description of the allocation path of the buddy allocator follows. To serve an
allocation request for a specific order, the buddy allocator will first search the free list for the
requested order for free blocks of physical memory. In case there are no available free physical
blocks of the requested order, the allocator will move up to higher order blocks. When it finds
a higher-order free block, it will recursively split it, into lower-order buddy blocks, putting the
one half (buddy) of the split blocks back to the appropriate free list. It will continue splitting
the other half, until it arrives at the requested order. At that point, it will allocate the requested
order block.

Conversely, when a block is freed, the kernel will attempt to put the free block back to the
appropriate free list, based on its order. When doing so, it will attempt to find whether the buddy
of that block, is also in the free list. If it is, it will coalesce them into a higher order block, and

repeat the process for the higher order list.
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2.1.1 Per-CPU lists

Serving allocations from the buddy allocator free lists incurs overhead due to locking contention,
as for each allocation the kernel must take and hold the lock (spinlock) of the appropriate memory
zone. To avoid this overhead for extremely common allocation sizes, namely orders 0 (4KiB)
and 9 (2MiB), the Linux buddy allocator includes per-CPU lists (pcplists) of free pages, which
can be allocated independently by each CPU without the need for synchronization. When an
appropriate-sized block is freed, i.e., a 4KiB or 2MiB block, the kernel checks whether it needs to
re-fill the per-CPU lists. If so, instead of releasing the free block back to the allocator free lists, it
adds it to the per-CPU free list. The kernel also checks whether the pcplists need refill, when an
allocation is served from a pcplist. In that case, it will take the spinlock and do a bulk allocation

in order to refill said pcplist once.

2.2 The Page Cache

The Linux kernel maintains an in-memory cache of accessed file pages, called the page cache.
Whenever a file is accessed, the kernel allocates a physical 4KiB frame, which it populates with
the contents of the file. It then keeps this page cached in memory, to avoid the I/O in case the
same file page is accessed in the future. Writes to file pages in the page cache are also buffered.
Dirty pages in the page cache are periodically written back to the filesystem on disk, a process

commonly known as writeback.

2.2.1 The File-backed Fault Path

File-backed memory in Linux is typically accessed through the mmap() system call or through
standard file I/O operations (read (), write ()). When a process accesses a file-backed virtual
address whose contents are not present in the page cache, the MMU raises a page fault. The
Linux page fault handler identifies that the fault occurred in a file-backed VMA and invokes
the filesystem’s fault () handler, which is responsible for populating the page cache with the
requested file contents.

The handler allocates a physical page from the buddy allocator (Section 2.1), reads the file data
from the underlying block device, and adds the page to the page cache via add_to_page_cache_lru().
This function inserts the page into the address space radix tree (or XArray [97] in recent kernels),
associates it with the file inode, and adds it to the LRU (Least Recently Used) list for memory recla-
mation purposes. Once the page is populated and added to the page cache, the kernel updates
the process’s page tables to map the faulting virtual address to the newly allocated physical page.

This demand-paging approach ensures that file data is loaded into memory only when actu-

ally accessed, conserving physical memory. However, loading individual pages on-demand can
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be inefficient, particularly for sequential access patterns where disk I/O latency dominates. To

address this, Linux employs a readahead mechanism to prefetch file data speculatively.

2.2.2 The Linux Readahead Mechanism

Readahead is a critical I/O optimization technique that prefetches file pages into the page cache
before they are explicitly requested by applications [98, 99]. By anticipating future data needs
based on access patterns, readahead serves three primary purposes: (i) it hides disk I/O latency
from applications by ensuring that data is already present in memory when accessed, (ii) it im-
proves disk utilization by issuing larger, batched I/O requests rather than individual page reads,
and (iii) it amortizes the per-request overhead across multiple pages.

The Linux kernel implements an on-demand readahead algorithm that dynamically adjusts
the prefetch window based on observed access patterns. The key insight is that file access pat-
terns can generally be classified as either sequential or random. For sequential access, aggressive
prefetching yields significant benefits, whereas for random access, readahead is largely counter-
productive and wastes memory and I/O bandwidth.

Filesystems can also provide hints to influence readahead behavior through the fadvise ()
system call. Applications can use POSIX_FADV_SEQUENTIAL to indicate sequential access
patterns, encouraging aggressive readahead, or POSIX_FADV_RANDOM to disable readahead
entirely for random access workloads. The POSIX_FADV_WILLNEED hint explicitly requests
prefetching of a specified file region into the page cache, similarly to the readahead() system
call [100].

Readahead in Virtualized Environments. In virtualized environments, particularly when VM
memory is backed by memory-mapped snapshot files (as discussed in Chapter 4), the host OS
readahead mechanism operates on the snapshot file contents without any semantic understand-
ing of the guest memory layout. While readahead can hide I/O latency for sequential snapshot
accesses, it may also prefetch pages that correspond to guest free memory or ephemeral alloca-
tions, resulting in wasted I/O bandwidth. This semantic gap between host readahead and guest
memory semantics motivates the eBPF-based prefetching mechanisms and paravirtualized ap-
proaches presented in Chapter 4, which leverage guest knowledge to guide prefetching decisions

more effectively than generic readahead heuristics.

2.3 Anonymous Memory

Anonymous memory refers to allocated memory that is not backed by a file. Heap memory
allocations by userspace processes, MAP_ANONYMOUS mapping created by the mmap() system

call, as well as memory allocations by kernel subsystems and device drivers, are examples of
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anonymous memory allocations.

2.3.1 The Anonymous Fault Path

Anonymous memory is typically allocated lazily. When a process requests memory (e.g., via
malloc), the kernel updates the process’s Virtual Memory Areas (VMAs) but does not immedi-
ately allocate physical RAM. The page table entries (PTEs) for the new range are left empty.
When the process attempts to access this memory, the MMU raises a page fault. The Linux
page fault handler, do_page_fault, identifies that the fault occurred in a valid anonymous VMA

and invokes do_anonymous_page().

1. Read Faults: If the fault is triggered by a read access, the kernel maps the virtual ad-
dress to a global, read-only physical page filled with zeros, known as the Zero Page. This
optimization avoids allocating physical RAM for uninitialized memory that is only being

read.

2. Write Faults: If the fault is a write, or if the process attempts to write to a CoW (Copy-on-
Write) Zero Page, the kernel allocates a fresh 4KiB physical page from the buddy allocator
(Section 2.1). The page is cleared (zeroed) for security reasons to prevent data leakage from
previous users of the frame, and the process’s page tables are updated to point to this new

private page.
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Figure 2.2: The two-dimensional page walk of nested paging.
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2.4 Nested Paging

Modern processors support hardware-assisted virtualization (Intel VT-x with EPT, AMD-V with
NPT, and ARMv8-A with Stage-2 Translation). This allows the CPU to handle two layers of

translation without software intervention for every access (Figure 2.2):

1. Guest Virtual to Guest Physical (GVA — GPA): Managed by the Guest OS using stan-
dard page tables (CR3 on x86, TTBR on ARM).

2. Guest Physical to Host Physical (GPA — HPA): Managed by the Hypervisor (KVM)
using Nested Page Tables (EPT/NPT/Stage-2).

When a VM runs, the hardware walks the Guest Page Tables to translate a GVA to a GPA. It
then treats this GPA as a virtual address for the second stage, walking the Nested Page Tables
to find the final HPA. A miss in the Guest tables triggers a fault injected into the Guest OS. A
miss in the Nested tables (e.g., because the host has not yet allocated the memory) triggers a “VM
Exit,” trapping to KVM on the host.

2.5 eBPF in the Linux Kernel

Originally introduced for high-performance packet filtering, the extended Berkeley Packet Filter
(eBPF) [89] has evolved into a framework within the Linux kernel that allows userspace to safely
load, sandbox and execute code within the Linux kernel. eBPF enables user processes to attach
custom bytecode to a wide range of kernel hooks. These programs execute in kernel context with
strict safety guarantees enforced by a static verifier, enabling kernel programmability without

requiring kernel modules, rebooting, or changes to core kernel code.

eBPF program

Application

Kernel

eBPF bytecode

Load User eBPF maps

Verify | JIT Kernel

eBPF Native Attach -
Code Kernel Function

Trigger

Kernel Function

eBPF Native
Code

Figure 2.3: The eBPF execution model.

2.5.1 Programming and Execution Model

An overview of the eBPF execution model is shown in Figure 2.3.
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An eBPF program consists of LLVM-compiled bytecode that is loaded into the kernel via the
bpf() system call. At load time, the in-kernel verifier performs structural and semantic analysis
to guarantee memory safety, bounded loop execution, and safe interaction with kernel helper
functions. eBPF programs are then JIT-compiled into native instructions and attached to hook
points, which may include static kernel tracepoints, dynamic kprobes, scheduler events, LSM
hooks, or custom attachment sites added by subsystem developers.

eBPF programs operate in a constrained execution model: they are stateless across invoca-
tions, with persistent state stored exclusively in eBPF maps. Maps are generic key-value data

structures residing in kernel memory, shared between eBPF programs and userspace.

2.5.2 Relevance to OS Memory Management

Although originally designed for packet processing, the architectural properties of eBPF, namely
low-overhead invocation, in-kernel execution, and safe extensibility—make it particularly rele-
vant for memory management specialization. eBPF could allow memory management policies to
be selectively overridden, enriched, or parameterized on a per-application basis, without invasive

kernel modifications.



CHAPTER 3

Elastic Translations: Fast Virtual Memory with

Multiple Translation Sizes

3.1 Overview

This chapter presents Elastic Translations (ET), a holistic memory management solution, that
seamlessly and efficiently supports multiple translation granules, extending beyond 2MiB, while
remaining resilient to external memory fragmentation. ET currently target the OS-assisted TLB
coalescing feature of the ARMv8-A architecture [41] and the translation granules enabled by it,
ie., 64KiB and 32MiB, but the design is amenable to other architectures, e.g., RISC-V [39], or
micro-architectures, e.g., AMD Zen [101], which support different ranges of translation gran-
ules, via either OS-assisted [32] or HW-assisted [102] TLB coalescing. Table 3.1 provides a brief
description of the constituent kernelspace and userspace components of ET, while Table 3.2 out-
lines how ET compares with existing state-of-the-art and state-of-practice OS interfaces for multi-
grained address translation.

Section 3.2 of the chapter provides the necessary background, regarding large pages and
translation granules, as well as their interplay with the OS memory manager (Section 3.2.1 and
3.2.2). It presents a comprehensive evaluation of the translation granules enabled by the ARMv8§-
A OS-assisted TLB coalescing feature, namely 64KiB and 32MiB, for both native and virtualized
execution (Section 3.2.3). The results showcase the performance potential of both 64KiB and

32MiB translation granules, with the section concluding with a discussion of the limitations of
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Component Purpose Main Contribution

Transparent Transparent, opportunistic creation . . .
P p PP Native support for 32MiB translations

Contig-Bit of 64KiB and 32MiB translations Virtualization support for all sizes
(kernelspace) via OS-assisted TLB coalescing PP
. Transparent, opportunistic creation Practical and scalable allocation policy
CoalaPaging . . . . . . .
(kernelspace) of contiguous 64KiB and 32MiB for 32MiB mappings, with minimal
P mappings across page faults impact on fault latency and memory bloat

Enables the creation of

CoalaKhugepaged Asynchronous creation of 64KiB 64KiB and 32MiB translations

Kk 1 OMiB . S
(kernelspace) and 32MiB mappings via migrations under memory pressure (fragmentation)
Optimal translation size selection
Leshy Profiler Runtime translation size selection from an extended range of sizes
(userspace) guidance via MMU overhead profiling via lightweight HW-assisted

TLB miss sampling

Table 3.1: The kernelspace and userspace components of Elastic Translations.

existing OS interfaces for multi-grained AT, which render the OS unable to fully and optimally
harness this potential (Section 3.2.4), motivating the development of Elastic Translations.
Section 3.3 provides an in-depth description of the design and implementation of ET. ET en-
able Linux to transparently and opportunistically coalesce contiguous memory mappings (re-
gions) into larger translations, via the OS-assisted TLB coalescing feature of the ARMv8-A ar-
chitecture (contig-bit), for both 64KiB and 32MiB translations, for both native and virtualized
execution (Section 3.3.1). The CoalaPaging (Section 3.3.2) and CoalaKhugepaged (Section 3.3.3)
coalescing-aware extensions to the Linux memory manager are responsible for generating the
required memory contiguity to drive this transparent contig-bit mechanism. CoalaPaging, based
on contiguity-aware paging [103], opportunistically allocates suitable 4KiB and 2MiB pages across
page faults in order to lazily generate intermediate-sized contiguity that matches the coalescing
size supported by the hardware. CoalaKhugepaged extends Linux khugepaged [61], enabling
the asynchronous creation of 64KiB and 32MiB mappings via migrations. The two mechanisms
work synergistically, i.e., when CoalaPaging fails to allocate all the contiguous pages required for
a 64KiB or 32MiB translation at fault time, e.g., due to external fragmentation, CoalaKhugepaged
will exploit the partial contiguity to migrate fewer pages. CoalaPaging and CoalaKhugepaged
along with the transparent contig-bit management comprise the Elastic Translations in-kernel
mechanisms. The section then describes how ET utilize HW-assisted sampling to periodically
record the TLB misses of workloads at runtime, and design a userspace profiler, Leshy', which
implements the ET policies for translation size selection (Section 3.3.4). Leshy tracks the vir-
tual address and page walk latency for each sampled TLB miss and generates an MMU (address

translation) overhead heatmap of the address space. It then maps address space regions to trans-

'Leshy is a mythological guardian spirit that can change in size.
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lation granules with the goal of minimizing address translation costs based on the aforemen-
tioned heatmap. Finally, Leshy drives the ET in-kernel mechanisms, by loading the generated

translation-size mappings (hints) into the kernel.

Section 3.3.5 presents an extension to the original ET design, to enable the redistribution of
reserved contiguity at runtime via asynchronous demotions. Leshy is extended to dynamically
switch between TLB miss sampling and memory access sampling, based on the MMU intensity
of the application at runtime. When TLB misses drop below a certain threshold, Leshy switches
from TLB miss sampling to memory access sampling, in order to detect regions of the address
space, mapped by larger translation granules, that have potentially gone cold. For these cold
address space regions, it then issues demotion hints to a complementary in-kernel ET component.
The kernel will asynchronously migrate the demoted regions to non-contiguous parts of the
physical address space, relinquishing the unused contiguity back to the system. CoalaPaging and
CoalaKhugepaged will then be able to harness this released contiguity for other applications that

are experiencing MMU pressure.

ET is designed and implemented for Linux v5.18 for the ARMv8-A architecture. The ex-
perimental evaluation of ET (Section 3.4) on a real ARMv8-A server (Section 3.4.1) shows that
transparent 64KiB translations perform closely to 2MiB pages for memory-intensive workloads
with small footprints for both native and virtualized execution. For larger workloads, transparent
32MiB translations improve performance by 10% on average and up to 39% over THP for native ex-
ecution and by 30% and up to 150% for virtualized execution. Finally, Leshy’s microarchitectural-
aware policies guide ET to map the footprint of workloads by utilizing an optimal mix of all
of the available translation sizes, in order to minimize address translation overhead. This im-
proves overall performance under fragmentation by 12% on average and up to 20% over THP

and state-of-the-art while consistently reducing the number of 2MiB pages used.

Section 3.5.1 discusses how userspace can provide policies and hints to the OS to drive trans-
lation size selection, both at fault time and asynchronously. First, it presents the original design
of ET, where the userspace profiler, Leshy, employs an madvise()-based interface, to drive the in-
kernel ET mechanisms, CoalaPaging and CoalaKhugepaged. It then proposes a novel approach,
which uses the eBPF Linux kernel framework [89] to programmatically control the translation

size selection mechanisms of the OS memory manager from userspace.

Finally, the chapter examines the implications and trade-offs of the design decisions made
while developing ET, considers future directions for translation size elasticity in the OS and, con-
cludes with a review of related work on address translation, large pages and translation granules,

positioning ET contributions within existing literature.
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3.2 Background and Motivation

As the working sets of modern server workloads have begun to outgrow TLB reach, i.e., the max-
imum memory that the TLB is able to cache the translations for, the address translation overhead
experienced by applications, stemming mostly from a corresponding significant increase in TLB
miss rates, has been steadily rising [6, 7, 17, 18, 103-110]. Compounding the issue, page walks
are expected to get costlier as i) paged virtual memory transitions from 4 to 5-level radix page
tables [111, 112], and ii) HW-assisted virtualization has become ubiquitous. TLB misses in HW-
assisted virtualization are notoriously more expensive [7, 56, 103, 104], as they require the nested
traversal of the guest and hypervisor page tables [55]. Industry’s response to the problem at hand
has been two-pronged.

On the one hand, CPU cores have steadily moved towards larger TLB capacities, first with
the introduction of a multi-level TLB hierarchy, and then with the continued increase of both L1
and L2 TLB capacities. However, TLB capacity has been unable to keep up with the ever increas-
ing memory footprints of modern workloads — a phenomenon dubbed address translation (AT)
wall [110]. This is due to a combination of factors. The end of Dennard scaling [113] and the
slowing down of Moore’s law [114] has rendered silicon real estate precious, making the power
and silicon costs of increased TLB capacities more pronounced. This in turn has led CPU archi-
tects to trade off AT performance for other chip functions, e.g., memory caches. Moreover, as
TLBs sit in a critical path both at the frontend and at the backend of the CPU pipeline, they come
with stringent latency restrictions, which effectively limit their maximum attainable capacity.

Complementing sheer TLB capacity, modern CPUs also add support for large page sizes, i.e.,
sizes larger than the base page size, typically 4KiB, to expand the TLB reach and minimize page
walk overhead [9]. In particular, the x86 architecture, which comprised the vast majority of
server systems in the past couple of decades, supports two different large page sizes, 2MiB and
1GiB, which are implemented by storing larger virtual-to-physical translations higher up the
page table radix tree. However, as discussed in the following paragraphs, this is not without
trade-offs. As a result, OS designers typically eschew the page sizes at the high end of the sup-
ported spectrum, i.e., 1GiB, favoring a middle ground with more balanced trade-offs, i.e., 2MiB,
for userspace memory allocations [29, 61, 65]. This, combined with the limited rate of increase of
TLB capacities, compared to that of application memory footprints, in recent years, exacerbates
the AT wall problem. Figure 3.1 showcases the issue, by plotting the TLB reach of modern CPU
cores, when using different page sizes. The TLB reach attainable with 2MiB large pages, the
most popular and widely supported large page size [29, 61, 65], has started to fall behind, when
compared to the typical available physical memory of modern server systems.

This section first surveys the evolution of HW and OS support for large pages and multi-

grained address translation. It then focuses on the intermediate translation granules, unlocked
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by the OS-assisted TLB coalescing feature of the ARMv8-A architecture, i.e., 64KiB and 32MiB.
A comprehensive evaluation of these translation granules, both for native and virtualized execu-
tion, showcases their performance potential. The section concludes with an examination of the
existing OS mechanisms and interfaces for multi-grained address translation, which uncovers
inherent limitations in these mechanisms and interfaces, that prevent the OS from fully harness-
ing the performance potential of multiple translation granules, motivating the development of

Elastic Translations.
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Figure 3.1: Evolution of the TLB reach of modern CPU cores.

3.2.1 OS support for Large Pages

OS large page interfaces can be broadly classified into two categories, non-transparent and trans-
parent. Non-transparent interfaces support all available large page sizes, i.e., for x86, 2MiB and
1GiB, but require applications to explicitly request which specific size to use for which specific
region of the address space. Additionally, the large pages need to be allocated in advance and
are generally unavailable to the OS memory manager, e.g., for reclaim under memory pressure.
This approach is adopted by Linux HugeTLB [59]. By contrast, transparent large page interfaces
obviate the need for explicit opt-in by userspace applications and are tightly coupled with the
core OS memory management subsystem. However, they typically only support 2MiB pages in
modern OSes [29, 61, 65] (Table 3.2) and task the OS with the responsibility of size selection.
Transparent large pages are formed either synchronously or asynchronously. The synchronous

path is implemented via demand paging, when a page is first accessed (written to). When a page
is accessed for the first time, a page fault is triggered, which the OS handles by allocating physi-
cal memory for the faulting page. With transparent large pages, the OS must decide i) whether a
large page will be allocated to serve the fault, and ii) which large page size to use, when multiple

large page sizes are supported transparently (fault policy). Page migrations can also be leveraged
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Faults Translation Promotions

Transparent  guhported Policy Supported Policy Virtualization ~ Supported Policy
Sizes Sizes Support Sizes
4KiB, 64KiB Pre-allocation 4KiB, 64KiB Defined b 4KiB
HugeTLB [59] X 2MiB, 32MiB Single user-defined 2MiB, 32MiB fe i Y 2MiB X X
1GiB size per VMA 1GiB auit size 1GiB
. . Eager allocation of the ) . 4KiB . .
4KiB, 64KiB 4KiB, 64KiB Defined by fault Migrate to 2MiB
mTHP [60, 61] v 1ZEMiB ' largest possible size 1ZYMiB ' ore rzrenotii])nasuize 2MiB 2MiB Region sleiztieori Linlear scan
Fallback on failure P 1GiB & :
2MiB reservation
) . . In-place promotion to 2MiB
o . at first 4KiB fault 4KiB Defined by fault 4KiB . .
FreeBSD [29] v 4KiB Use reservation 2MiB or promotion size 2MiB 2MiB when. every 4K1_B page
is faulted-in
to serve the rest
S: THP Selectively migrate to 2MiB
HawkEye [62] v 4KiB Aasm flcaljr?nous 4KiB Defined by fault 4KiB 2MiB Re, i;nescei:cetiy;jlir:ceessoﬁe ;enc
Y 2MiB t . 2MiB or promotion size 2MiB & ' a4 Y
pre-zeroing based on page table scanning
4KiB 4KiB 4KiB . Migrate to largest size possible
Defined by fault 2MiB
Trident [63] v 2MiB Same as HawkEye 2MiB ore rgrenoti}:) nasuize 2MiB 1 GilB Fallback on failure
1GiB 1GiB P 1GiB Selection same as mTHP
4KiB / 2MiB eager allocation 4KiB or 2MiB based on Selectively migrate to
based on VMA si fault ti i 64KiB, 2MiB, 32MiB
Elastic v 4KiB a(;e (:)le'tunist::ze 4KiB, 64KiB 3“ Oor }:)ﬁI:lolilsi?cSIZe 4KiB, G4KiB 64KiB Region ;eiecti;r;' Sizelhints
Translations 2MiB ppor 2MiB, 32MiB pportun 2MiB, 32MiB  2MiB, 32MiB 8 ;
coalescing-aware promotion based on HW TLB
allocations across faults to 64KiB or 32MiB miss sampling

Table 3.2: State-of-practice and state-of-the-art large page interfaces.

to create large pages asynchronously, off the fault path. The OS periodically scans the memory
of running processes and finds discontinuous groups of pages suitable for promotion to a large
page. It then allocates a large page in physical memory and migrates to it the aforementioned dis-
continuous pages. In that case, the OS must decide i) which virtual regions are worth promoting
to larger pages and ii) what will be the target size, if multiple sizes are supported (promotion pol-
icy). For both cases, the allocated memory is mapped to userspace by updating the process page
tables. At that point, the OS must select, from the list of available MMU-supported translation
sizes, an appropriate size with which to map the allocated memory (translation policy). Table 3.2

shows the different policies adopted by state-of-practice and state-of-the-art.

Linux THP [61] opts for a greedy approach, that always allocates entire 2MiB pages at fault
time. This has the advantage of backing the workload’s address space with large pages as early
as possible but performs poorly under memory pressure [62, 67, 69, 71, 72]. The unsolicited use
of 2MiB pages leads to their sub-optimal distribution among processes and address space regions,
when they run low in the system due to external fragmentation. Linux THP also includes a kernel
thread, khugepaged, that asynchronously scans and promotes (to 2MiB) suitably-aligned 2MiB
regions which are fully or partially backed by 4KiB pages, by migrating the constituent base
pages to a contiguous 2MiB block of memory. State-of-the-art improves upon THP by using
i) base page utilization [67-69], ii) access frequency sampling [62, 67], iii) coarse-grained MMU
overhead profiling [62] and iv) user-provided profiles [72] to select which pages to promote to
2MiB, either at fault time [72] or asynchronously [62, 67-69].

Linux recently added support for multi-sized THP (mTHP) [60]. mTHP introduces a fault-
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time policy which enables the allocation and mapping of 64KiB blocks of memory. At fault time,
Linux will attempt to allocate a 2MiB page. If the 2MiB allocation fails, it will then fall back to
64KiB instead of 4KiB. At the moment, mTHP works solely at fault-time, as there’s no support
for asynchronous mTHP promotions, and only for native execution. Additionally, it does not
support 32MiB translations.

FreeBSD transparently supports 2MiB pages using a reservation based fault-time policy [29,
65]. It reserves a 2MiB block of memory at first fault, but faults the pages in at a 4KiB granularity,
promoting them to a large page in place during the last such fault. This strategy keeps fault
latency bounded but delays the formation and mapping of large pages [71]. FreeBSD does not
employ any kind of asynchronous promotions via migrations.

Neither OS supports 1GiB pages transparently, as this would require the OS to track 1GiB-
aligned free blocks and reserve them at fault time, potentially penalizing fault performance
and increasing internal fragmentation. Moreover, 1GiB pages quickly become scarce [105, 115,
116], due to external memory fragmentation. Consequently, prior art for transparent 1GiB sup-
port [63] mainly relies on asynchronous promotions and aggressive compaction to generate the

required contiguity. Neither OS nor state-of-the-art design supports 32MiB pages.
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Figure 3.2: ARMv8-A OS-assisted TLB coalescing.

3.2.2 OS-assisted TLB coalescing

TLB coalescing [27, 28, 42] is a technique that caches the translation of N contiguously mapped
pages using a single TLB entry. While TLB coalescing can be implemented entirely in HW, the
coalescing factor N is typically limited [101, 102] leading to diminishing results [117].

The ARMvS8-A architecture supports OS-assisted TLB coalescing instead. Figure 3.2 shows
how ARMv8-A enables a coalescing factor of N = 16 with OS assistance. Its page table entries
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include a contiguous bit (bit 52) which, if set by the OS in N = 16 consecutive page table entries,
it indicates to the translation hardware that these N pages are contiguous and properly aligned
according to the coalescing factor. In Fig. 3.2 the [VA..VA,;] virtual 4KiB pages are contiguously
mapped to [PA..PA.,s] physical 4KiB pages (1). VA and PA are also aligned to 64KiB (16 * 4KiB).
Since every page in the 64KiB range meets the above criteria, the OS can set the contiguous bit in
the 16 consecutive (yellow) PTE entries (2) mapping these 16 virtual pages to their physical frame
numbers (PFNs). This allows the MMU to coalesce them into a single TLB entry and cache them
as such in the TLB (3). Coalescing increases the TLB reach, effectively forming an intermediate
translation size. Similarly, [VB..VB.;s] contiguously mapped 2MiB pages (green) are coalesced
to a 32MiB intermediate translation via setting the contiguous bit in their 16 consecutive (green)
PMD entries. Finally, the contiguous bit is also supported in the PMD and PTE levels of nested
page tables, which allows the MMU to coalesce contiguously mapped pages for virtualized work-
loads as well. RISC-V supports a similar OS-assisted TLB coalescing scheme with the Svnapot
extension [39].

The performance potential of these intermediate translation sizes remains largely unexplored,
as robust OS support for coalesced translations is mostly missing (Section 3.2.1). Preliminary
transparent support in Linux exists only for 64KiB translations and only for native execution via
mTHP [60, 118]. The cumbersome HugeTLB interface supports both 64KiB and 32MiB transla-

tions, albeit only for native execution (Table 3.2).

State-of-practice and start-of-the-art systems mainly focus on the 4KiB / 2MiB / 1GiB page sizes
supported by x86 (Table 3.2). Most designs target 2MiB pages, attempting to maximize perfor-
mance by deciding when, how, and which 4KiB base pages to promote to a 2MiB large page.
ARMv8 and RISC-V architectures support more translation sizes via OS-assisted TLB coalescing.

Their transparent support remains limited and their performance largely unexplored.

3.2.3 OS-assisted coalescing: Performance potential

To assess the performance potential of 64KiB and 32MiB translations, the thesis uses an ARMv8-
A server to evaluate them, via the HugeTLB interface, versus 4KiB, 2MiB and 1GiB pages, for
both native and virtualized scenarios. For virtualized execution, the thesis extends Linux and
KVM to support contiguous-bit intermediate translations. Figure 3.3 summarizes the evaluation
results for two sets of workloads (discussed in Section 3.4.1): i) memory intensive workloads that
operate on small objects (top) and ii) big-memory workloads (bottom).

For the first set of workloads, 64KiB translations provide up to 10% (native) and 15% (virtu-
alized) performance benefit over 4KiB pages; almost matching the performance of 2MiB pages

in some cases. 64KiB translations could be leveraged to improve address translation performance
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Figure 3.3: Performance of HugeTLB intermediate-sized translations on a non-fragmented
ARMv8-A machine.

while obviating the need for larger 2MiB allocations, especially under memory pressure or fragmen-
tation [116].

For the second set of workloads, 32MiB translations often outperform 2MiB large pages, by
up to 30% in virtualized execution. Notably, they provide performance close to that of 1GiB
pages. 32MiB translations can effectively mitigate translation costs that 2MiB pages are unable to
cover, while relaxing the contiguity requirements of 1GiB pages, that are extremely hard to meet on

a long-running system [105, 115, 116].

64KiB and 32MiB translation sizes provide significant performance gains and can be exploited to
address limitations exhibited by the 2MiB / 1GiB large page model.

3.2.4 The conundrum of translation size selection

Support for a single transparent large page size, as implemented in Linux and FreeBSD, re-
duces translation size selection to a binary decision per 2MiB region of the virtual address space:
whether to back each region by a 2MiB page or not. Intermediate-sized translations complicate
size selection. A methodology is needed to estimate the performance impact of different trans-
lation sizes on the different regions of a workload’s address space.

The thesis employs MMU overhead as a proxy for estimating the performance impact of trans-
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Figure 3.4: Narrow address space regions account for most of the translation overhead (MMU
hotspots). HW-assisted sampling is able to detect them at a higher resolution than page access
frequency sampling.

lation size [62, 72]. To that end, fine-grained HW-based TLB miss sampling is used to identify the
TLB-miss heavy regions of a process address space. It leverages the ARMv8-A Statistical Profiling
Extension (SPE) [41] to sample the TLB misses of workloads and track the virtual address and

page walk latency for each sampled miss.

Figure 3.4 (left) shows the distribution of misses for three MMU-intensive workloads, divided
in 2MiB bins. There are wide regions which exhibit minimal overheads, and narrow spikes that
are responsible for the majority of the TLB misses. Notably, a single 2MiB region is responsible
for ~5% of the total TLB misses for astar. Such fine-grained translation-overhead information can
be leveraged to optimally assign different translation sizes to different virtual regions based on the

MMU pressure they generate.

Prior art relies on page-based access frequency sampling to estimate MMU overhead [62, 63,
67] and guide 2MiB promotions [62, 67]. Figure 3.4 (right) also presents the access frequency
heatmaps for the same workloads, generated by periodically sampling the access bit of each
populated page of the address space [62]. HW-assisted sampling is able to identify MMU hotspots
at a higher resolution. Not every frequently accessed page contributes equally to translation

overhead. The evaluation section (Section 3.4) further elaborates and quantifies this difference.
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The address space of memory intensive workloads exhibits translation overhead hotspots. HW-
based sampling manages to accurately detect them, unlocking the potential for informed transla-

tion size selection.

3.3 Elastic Translations

This section presents the design and implementation of Elastic Translations (ET), synergistic
mechanisms and policies (Table 3.1) that i) enable the OS to transparently generate and manage
intermediate-sized translations in native and virtualized environments (Transparent Contig-bit,
CoalaPaging, CoalaKhugepaged) and ii) optimize translation size selection from the now extended
pool of available translation sizes (Leshy). It concludes with an extension to ET, and specifically

Leshy, that allows the redistribution of reserved contiguity via asynchronous demotions.
3.3.1 Transparent contiguous bit management
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Figure 3.5: ET contiguous bit management during a PMD (2MiB) (2) and PTE (4KiB) (1) fault.

In order to transparently support and opportunistically create intermediate sized transla-
tions, ET need to i) detect suitably-aligned contiguously-mapped pages, and ii) transparently
promote them to intermediate-sized translations by setting the contiguous bit in each page ta-
ble entry. Coalesced translations must also be demoted when their constituent pages are no
longer contiguous. Figure 3.5 depicts the mechanism. Whenever a page table entry is created or
modified, ET check the N (16 in this case) page table entries which belong to the same coalesc-
ing range. That is the 16 neighboring entries in a 64KiB range for 4KiB page entries (PTEs) or
a 32MiB range for 2MiB page entries (PMDs), starting from the first 64KiB- or 32MiB-aligned
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entry. If every entry in this range is: i) suitably aligned, both physically and virtually, i.e.,
for a 4KiB PTE, mapping the virtual page number (VPN) to a physical frame number (PFN),
[PFNmodl6 == V PNmodl6], ii) physically contiguous with regard to the other entries in
the range, i.e,, for a4KiB PTE [ PF'N,,11 == PF N, +1], and iii) has compatible page flags and
access permissions as the rest of the range entries, ET promote the range, by setting the contigu-
ous bit in each PTE or PMD in the range. Reversely, when a page entry modification invalidates
any of the above, ET demote the range by clearing the contiguous bit accordingly and flushing
the corresponding TLB entry. When the range is not fully faulted in, ET fall back to the default
Linux path for setting the PTE or PMD respectively. The latency overhead of this mechanism is

quantified in the evaluation section (Section 3.4).

Whenever the size of a translation entry changes, ARMv8-A mandates invalidating the entry
and flushing it from the TLB. This rule is called break-before-make in the architecture reference
manual [41]. This is always required when demoting an intermediate translation, since leaving
stale contiguous entries in the TLBs can enable otherwise invalid memory accesses. However,
transparently creating an intermediate translation by setting the contiguous bit does not invali-
date its constituent page translations that may be still cached. They still map to the same memory
locations with the same permissions. This obviates the need for a TLB flush, thus, as an optimiza-

tion, ET opt for lazily flushing newly-promoted page table entries.

Virtualization support. ET also support virtualized execution under KVM, transparently man-
aging the contiguous bit in the nested page tables. HW-assisted virtualization utilizes nested
paging for memory virtualization. The guest OS page tables translate guest virtual addresses
(GVA) to guest physical addresses (GPA). The nested page tables, managed by KVM, translate
these GPAs to actual host physical addresses (HPAs). The TLB then caches GVA to HPA transla-
tions [55, 104].

For ET, the contiguous bit in the guest page tables is managed by the guest OS as described in
the previous paragraphs. The contiguous bit in the nested page tables is managed during nested
faults by KVM. Allocations triggered by nested faults will eventually need to update the host page
tables of the virtual machine monitor (VMM). ET already hook this path, as the VMM is a regular
host process, and will thus detect and promote coalesce-able ranges in the VMM host page tables.
ET extend KVM so that these promotions are reflected to the nested page tables of the VM, by
setting the contiguous bit of the corresponding shadow page table entries (SPTEs). Similarly,
whenever the host demotes an intermediate translation, e.g., due to unmapping or migration,
KVM is notified and demotes the corresponding SPTEs. By promoting intermediate translations
in both host and guest, ET allow the caching of coalesced 2D GVA to HPA translations in the
TLB.
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Figure 3.6: CoalaPaging target PFN calculation and allocation. For the first fault in a 64KiB
VA range, CoalaPaging gets an order-4 block from the allocator (1), allocate the 4KiB page that
matches VA’s alignment and return the rest of the block to the allocator (2), and set the PFN of
the respective page table entry (3). For subsequent faults in this range (4), ET scan the page table
entries of the 64KiB region, calculate a target PFN based on the PFN of the previously faulted
entry (5) and attempt to allocate it (6).

3.3.2 Coalescing-aware Paging

To generate the inter-page contiguity required for intermediate-sized translations, the thesis pro-
poses and designs a coalescing-aware allocation policy, CoalaPaging, based on contiguity-aware
paging (CAPaging) [103]. The goal is to maximize the formation of suitably aligned and contigu-
ous ranges of pages, i.e., 64KiB ranges for PTEs and 32MiB for PMDs. The core idea is to mirror
the TLB coalescing logic in the allocation path. On each fault, CoalaPaging attempts to either
create or extend a contiguous and aligned 64KiB or 32MiB range of pages, by scanning the page
tables and selecting a suitable target page. Figure 3.6 depicts the coalescing-aware allocation

process.

First fault. When handling a fault, CoalaPaging scans the page table entries of the 64KiB- or
32MiB-aligned range which the faulting address belongs to. For the first fault within such a
range, CoalaPaging attempts to find a suitably sized and aligned free block. CoalaPaging then
finds and allocates the page of the block whose PFN alignment with regard to the coalescing

factor matches the alignment of the faulting address.

For a 64KiB range of 16 4KiB pages, CoalaPaging finds a free 64KiB block, by searching the
order-4 (64KiB) and higher free-lists of the buddy allocator and allocates the 4KiB page whose
[PFN mod 16 == VPN mod 16], where PFN is the physical frame number of the page and
VPN is the virtual page number of the faulting address. However, CoalaPaging neither allocates

nor reserves the block. Once the target page is allocated, the remaining pages are added back to
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the allocator free-lists. To maximize the time window during which these pages remain available,
CoalaPaging appends them to the tail of their respective buddy lists. Figure 3.6’s steps 1-3 depict
the allocation process for the first fault in a coalescing range. CoalaPaging operates in a similar
way for THP faults, but now has to find 32MiB (order-13) free blocks. Linux only tracks by default
contiguous blocks up to 4MiB (order-10). For CoalaPaging, the kernel is configured it to track up
to 32MiB blocks in its allocator free lists.

Subsequent faults. To identify the target physical page for subsequent faults, CoalaPaging scans
the page table entries of the 64KiB or 32MiB range that the faulting address belongs to, searching
for a populated page table entry. When such a previously faulted PFN is found, CoalaPaging uses
it as an anchor to calculate the allocation target. Specifically, CoalaPaging first checks that the
anchor PFN is properly aligned (as described in the preceding paragraph), and if not, it aborts the
CoalaPaging allocation. CoalaPaging then aligns the anchor PFN to 64KiB or 32MiB, depending
on fault type, and add the relative index of the faulting VA within the 64KiB or 32MiB range.

CoalaPaging extracts all the necessary information for the target PFN calculation from the
page table state, eliminating any additional metadata requirement, in contrast to e.g., CAPaging.
Figure 3.6’s steps 4-6 depict the process. Section 3.4 quantifies the latency overhead of page table

scanning.

Multi-programmed Execution. In a multi-programmed scenario, CoalaPaging coordinates
fault-time allocations of different programs, directing them to different parts of the physical
address space. As described in 3.3.2, the first CoalaPaging fault in a 32MiB range will allocate
a single 2MiB page from a free 32MiB block and release the rest back to the buddy lists. Sub-
sequent faults in this 32MiB VA range will use the page table to compute the anchor PFN and
request the correct physical page based on the faulting VPN. Concurrent allocation requests from
other programs will follow the same steps, either allocating a 2MiB page from a new 32MiB block
or attempting to allocate one from the previously split 32MiB block, based on information found
in the page table. As a result, different programs under ET do not compete for the same buddy
blocks and are all able to create 32MiB mappings across faults, on a best-effort basis, as long as
there is 32MiB-contiguity available in the system. The same applies for 4KiB faults and 64KiB

translations. The ET effectiveness in multi-programmed scenarios is evaluated in Section 3.4.2.

Virtualization support. CoalaPaging works without any modifications in virtualized execution.
It is independently employed by the guest and the host — generating contiguity independently
in the two dimensions. As guest faults trigger nested faults on the host, this simple scheme is

sufficient to generate 2D contiguity, similarly to THP [103].
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Figure 3.7: Coalescing-aware khugepaged.

3.3.3 Coalescing-aware promotions

ET also support asynchronous promotions via CoalaKhugepaged. For 2MiB pages, Linux khuge-
paged periodically selects an active process, in a round-robin fashion, and performs a linear scan
of its address space, promoting any suitable properly-aligned region, not yet backed by a large
page, to 2MiB. In order to promote a region to 2MiB, khugepaged allocates a new 2MiB page and
copies the constituent base 4KiB pages to the allocated large page. Khugepaged also includes
knobs to control the allocation aggressiveness and CPU overhead of scanning and migrations, al-
lowing the user to control how many pages to scan or collapse per second and including a back-off
policy when large page allocations fail due to external fragmentation. CoalaKhugepaged aug-
ments khugepaged for optimized coalescing-aware promotions to intermediate-sized transla-
tions (64KiB and 32MiB). CoalaKhugepaged works synergistically with CoalaPaging by taking
advantage of partially contiguous groups of pages to reduce the number of migrations required
for promotion. When CoalaPaging is able to create only a partially contiguous range at fault
time, CoalaKhugepaged will attempt to utilize in-place promotions, migrating only misplaced
pages to their target PFN if possible (Figure 3.7). If any of the target PFN cannot be replaced (e.g.,
due to unmovable pages [115]), CoalaKhugepaged will fallback to the default khugepaged be-
havior, migrating the whole range to freshly allocated memory. To that end, Linux compaction
logic is also tuned to work for intermediate-sized blocks (i.e., 32MiB). Asynchronous promotions
to intermediate-sized translations, apart from improving resilience to external fragmentation,

enable ET to take advantage of informed runtime promotion policies as discussed in 3.3.4.

Fairness. CoalaKhugepaged prioritizes ET-enabled processes, instead of iterating over all run-
ning processes in the system (same as [62]), and substitutes linear address-space scan with
priority-address-range scanning, guided by TLB miss profiling (as described in 3.3.4). When
multiple ET-enabled processes run in the system, CoalaKhugepaged will distribute contiguity

among them in a round-robin manner, similar to [62].
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3.3.4 Translation size selection policies

With the ET in-kernel mechanisms in-place, the thesis must now devise selection policies to
harness the performance potential of the expanded range of supported translation sizes.

Fault-time allocation. At fault time, CoalaPaging uses the size of the faulting virtual mem-
ory area (VMA) as an estimator to guide translation size selection. Specifically, when 64KiB
translations are able to cover the entire faulting VMA while staying within TLB reach, Coala-
Paging attempts to opportunistically create 64KiB translations via base 4KiB fault-time alloca-
tions. For larger VMAs, CoalaPaging aims for opportunistic 32MiB translations via THP faults
(Section 3.3.2). Similarly to mTHP [60], CoalaPaging employs an incremental fallback policy to

smaller translation sizes in case of allocation failure.

SPE sampling ‘

TLB misses

MMU Heat Map

Leshy placement algorithm
— > generates page size hints
prioritizing MMU hotspots

HTLB misses

Address Space

Figure 3.8: Leshy tracks the MMU pressure per virtual page and uses this translation overhead
heatmap of the address space to calculate translation size hints.

Asynchronous promotions. For asynchronous promotions, in contrast to khugepaged and simi-
larly to prior art [62, 67], ET attempt to estimate which memory regions to scan, migrate and pro-
mote to larger translations. ET must also decide which translation size to use for each region. To
that end, the thesis designs Leshy, a profiler that leverages ARMv8-A Statistical Profiling Exten-
sions (SPE) to sample the TLB misses of running workloads. The decision to sample TLB misses
instead of the per-page access frequency, as prior work does [62, 67], is based on the analysis in
Section 3.2. Section 3.4 quantifies the accuracy and overhead of both methods. Leshy analyzes
the TLB misses and generates a translation overhead heat-map of the address space, aggregating
the misses per virtual page (Figure 3.8). Leshy then sorts regions by MMU hotness and attempts
to optimally map the working set to translation sizes based on translation overhead.

ET use Leshy to periodically profile workloads at runtime and compute optimal translation
size hints for each region of the process address space online. ET then load the computed hints
into the kernel at runtime via an extended madvise() interface and use them to drive the in-kernel
ET mechanisms. The hints are sorted by MMU overhead and are loaded and stored in the kernel
in that order. As discussed in Section 3.3.3, for asynchronous promotions, CoalaKhugepaged will
traverse the hints in sorted order, prioritizing promotions for the MMU hotspots of the address
space. When offline profiling is an option [72], the hints can be computed and loaded in ad-

vance, enabling CoalaPaging to utilize them at fault time, improving upon the greedy fault-time
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allocation policy. ET retain the fault-time fallback policy in case of allocation failure.
Optimal size selection. In order to optimize translation size selection and generate translation
size hints, Leshy needs to find a non-overlapping mapping of address space regions to translation
sizes. This mapping should contain a limited number of translations, N and cover a target per-
centage of the sampled TLB misses. Leshy uses the TLB size (entries) for NV and set the coverage
target to 99.99% of the total sampled TLB misses. Additionally, the mapping should use the least
contiguity-taxing combination of translation sizes that satisfy the above constraints.

To that end, Leshy aggregates the sampled addresses in bins of different sizes and for each
bin ¢ of size; Leshy calculates the total sampled TLB misses, misses;, for all the addresses,

addresses; belonging to it. The optimization problem is the formulated as follows:
min Z size;x; S.t. Z misses;x; > target
; ,

Y @i <N, a;€{0,1} (3.1)

ﬂ addresses; = ()

7

Algorithm 1: Calculating size hints from TLB misses

TlbMisses = Sample (Workload, Duration)

1
2
3 for each Size

4 AggregateMisses (Align (VA, Size), Bin[Size])
5 for VA in TIbMisses

6 Sort(Bin[Size])

7

8

9

for each Size:

Entries = Take Entry from Bin[Size]

10 while CoveredMisses(Entries) < Target
11 if CoveredMisses(Entries) >= Target

12 Selection = Entries

13 InitialSize = Size

15 while CoveredMisses(Selection) >= Target

16 for each Size < InitialSize
17 Selection = Substitute (Selection ,
18 InitialSize , Size)

20 Sort(Selection)

21 Return Selection

To compute the translation size hints, Leshy first sorts the bins based on the total number
of misses caused by each aggregated address (entry). Leshy then follows a best-fit approach,
whereby it first calculate the minimum translation size (initial size) that is able to cover the target

TLB misses with N or less entries. Starting from this initial selection of M entries, it retains the
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M —1 entries with the most TLB misses and recursively attempt to substitute the discarded Mth
entry with a sub-selection of smaller-sized entries that are able to match the target misses while

not exceeding the configured TLB capacity N.

3.3.5 Contiguity Redistribution

Thus far, Elastic Translations only support asynchronously promoting address space regions,
from smaller to larger translation granules, via CoalaKhugepaged. However, due to the transient
nature of the execution profile of many applications, certain address space regions might go cold,
wasting physical memory contiguity for processes and regions that no longer benefit from it.

This section presents an extension to ET and Leshy, that enables demoting cold address space
regions to smaller translation granules, to ensure the fair allocation of the available physical
memory contiguity in the system to processes and address space regions at all times. By sup-
porting asynchronous demotions, ET are able to employ greedy fault-time allocations, without
sacrificing memory contiguity. Instead of being frugal at fault-time and relying on delayed asyn-
chronous promotions, ET fully utilize the available contiguity at fault-time, allowing workloads
to use larger granules as early as possible and alleviating the AT overhead faster (§ 3.4). Under-
utilized contiguity from cold regions is then gradually released back to the system, driven by
fragmentation pressure.

An overview of the proposed extended design is shown in Figure 3.9. The next subsections
describe in detail how this extended design i) detects and then ii) demotes cold address space

regions that are backed by larger translation granules.

3.3.5.1 Detecting cold regions

Similarly to the original ET design, Leshy starts by sampling the TLB misses of the profiled ap-
plication, using the ARMv8-A Statistical Profiling Extension (SPE). As described in Section 3.3.4,
Leshy controls the sampling frequency to bound the CPU overhead of sampling. The profiler
then aggregates the sampled TLB misses at a configurable aggregation interval /N and computes
an exponential moving average (EMA) over an also configurable number of epochs E. If the
sampled TLB misses EMA exceeds a pre-configured high threshold 7}, Leshy remains in TLB
sampling mode and proceeds as previously described in Section 3.3.4 to compute promotion hints
for address space regions based on the sampled TLB misses.

Conversely, when the EMA falls below a low threshold Tj,,,, Leshy switches to contiguity
redistribution. As the profiled application no longer generates MMU pressure, instead of profil-
ing TLB misses to guide promotions, Leshy now attempts to detect cold address space regions
that use larger translation granules, in order to mark them as demotion candidates and make

their reserved contiguity available to the system. The process of releasing contiguity back to the
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system is described in detail in the next subsection.

In order to detect cold regions, Leshy can no longer use TLB miss sampling (§ 3.3.4), as it does
not allow for distinguishing between MMU-hot regions, which no longer generate TLB pressure
due to the larger translation granule, and cold regions that are only rarely or never accessed.
Leshy instead samples memory accesses to derive access hotness for address space regions and
drive demotions. To reduce the sampling load, instead of sampling all memory accesses for
the profiled application, ET use the capability of SPE to filter for L1D refill events, i.e., memory
accesses that miss in the L1 cache, to derive an estimation of access hotness for address space
regions. Newer versions of the ARMv8-A architecture (ARMv8.8+), also support filtering for
accesses that miss higher up the cache hierarchy [119, 120], e.g., in the Last Level Cache (LLC),
similarly to Memtis [121]. Incorporating and evaluating LLC miss sampling for access hotness
tracking with Leshy is considered for future work.

Note that while Leshy samples memory accesses, it also tracks TLB misses generated by
those accesses. It is thus able to detect changes in the execution profile of running applications
and switch back to TLB miss sampling and promotions, if it detects a spike in the sampled TLB

misses.
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3.3.5.2 Demoting cold regions

Similarly to the original Leshy design, on each aggregation interval, the sampled accesses are
grouped into per-granule buckets, i.e., they get grouped in to 64KiB, 2MiB and 32MiB bins. To
generate demotion hints, Leshy starts from the largest bin, i.e., 32MiB, and selects the regions
whose sampled accesses fall below a configurable threshold. For these cold regions, it then checks
whether that particular region is actually backed by an equally-sized granule. If both conditions
are true, Leshy marks the region for demotion.

To mark the region for demotion, ET extend the madvise()-based interface, described in Sec-
tion 3.3.4, by adding an additional advise hint, MADV_DEMOTE. In the kernel, ET handle the
MADV_DEMOTE hint by marking the corresponding regions as candidates for demotion. The
initial implementation, that is used and evaluated in the thesis, employs synchronous and greedy
demotions to release the reserved contiguity of the cold regions back to the system. Each region
is demoted synchronously during the madvise() system call, and the demotion involves breaking
down the region to the smallest available translation granule, i.e., 4KiB. However, as demotions
necessarily involve page migrations, this incurs CPU overhead, even when there is no fragmen-
tation pressure in the system. Additionally, to that end, the thesis envisions, for future work, an
asynchronous, tiered design, whereby regions are marked for demotions via madvise(), but are
not immediately demoted. Instead, demotions are driven by the fragmentation pressure in the
system. Similarly to CoalaKhugepaged, another kernel thread, kdemoted, periodically scans the
demotion candidates and selectively demotes regions until the contiguity in the system meets
a configured threshold. To avoid overshooting and also bound the CPU overhead in the case
of synchronous demotions, Leshy limits the number of regions marked for demotion in each

aggregation interval to a configurable number.

3.4 Evaluation

3.4.1 Methodology

Workload Description Footprint
astar A* pathfinding algorithm [122] 400MiB
omnetpp Network Simulator [122] 150MiB
streamcluster Online Clustering [123] 100MiB
BFS GAPBS [124] BFS on the Friendster [125] graph 88GiB
canneal Chip Routing [123] 14GiB
XSBench Monte Carlo Cross Section Lookup [126] 122GiB
SVM Support Vector Machine library [127, 128] 39GiB
BTree Lookups in a BTree [63] 33 GiB
hashjoin Hashjoin microbenchmark 70GiB
GUPS HPCC random updates benchmark [129] 32 GiB

Table 3.3: Evaluation Workloads.
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Figure 3.10: Elastic Translations (ET) performance on a non-fragmented node for native execu-
tion

Experimental Setup. The thesis implements ET for Linux v5.18 and evaluate it on Ubuntu 22.04
for both native and virtualized execution. For virtualized execution, it uses KVM and Qemu v7.
For the evaluation, it uses an Ampere Altra server [130, 131], with 2 nodes of 80 ARMv8-2A+
Neoverse N1 cores [132], each with 256GiB of memory. The MMU includes separate data and
instruction fully-associative L1 TLBs of 48 entries each, and a unified 5-way set-associative L2
TLB of 1280 entries of any size. L1 misses cost ~3 cycles and L2 misses over 15 cycles. To
minimize jitter, a single NUMA node is used, each thread is pinned on a single core and the core
frequency is set to 2.7GHz. GNU libc’s malloc is replaced with gperftools tcmalloc [133], similar
to [6, 56, 103, 108].

Performance Metrics. The evaluation uses end-to-end execution cycles and L2 TLB misses,
reported by the HW performance counters of ARMv8 PMUv3 [41] as the main evaluation metrics.
To quantify the ET effect on fault latency, it uses the Linux tracing subsystem to instrument the
kernel fault handling path.

Fragmentation. The fragmentation scenarios allocate all of the node memory and then release
small chunks at the start of each 2MiB page, similarly to [62, 67, 71, 72]. For each workload, they

release memory until i) the free memory in the system equals the footprint of the workload and
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ii) the Free Memory Fragmentation Index (FMFI) [134] for 2MiB (order-9) pages equals a defined
threshold, reported as a percentage X%. Without asynchronous promotions, the workload would
run with X% of its footprint backed by 2MiB pages.
Workloads. The evaluation uses applications that exhibit varying TLB sensitivity to evaluate
the behavior and effectiveness of ET. It includes workloads with large footprints and varying
degrees of access irregularity. These workloads are typically backed by 2MiB pages and some
can push 2MiB pages to their limit in terms of effectiveness. The thesis also evaluates workloads
with smaller footprints but highly irregular access patterns. Table 3.3 provides a description of
the evaluation workloads.
Evaluation scenarios. The evaluation uses the 4KiB performance of Linux as the baseline. It
compares ET with Linux THP and mTHP. As discussed in Section 3.2 (Table 3.2), mTHP enables
64KiB translations through faults, as a fallback to 2MiB allocations. The thesis also ports Hawk-
Eye [62] to Linux v5.18 and ARMv8-A and compare it with ET. For mTHP, it uses Linux v6.8 and
also reports the 4KiB performance of Linux v6.8 for reference. To understand the effect of run-
time sampling and hint generation versus offline profiling, it uses Leshy to sample workloads
and generate translation-size profiles in advance, which it then load into the kernel when the
workload is spawned (ET-offline). Finally, it compare the ET fault latency to 4KiB, 64KiB, 2MiB
and 32MiB synchronous faults. As 32MiB faults are not transparently supported by (m)THP, the
evaluation uses a kernel built with a 16KiB base page size (granule) [41], which increases the
THP large page size to 32MiB.
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Figure 3.11: Distribution of translation sizes

3.4.2 Native Execution

The workloads are first executed and evaluated natively on a freshly booted machine. Figure 3.10
summarizes the evaluation results for (a) execution time speedup and (b) TLB miss reduction.

Figure 3.11 shows the corresponding distribution of translation sizes for each method. It presents
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a single bar for both THP and mTHP as their distributions are almost identical. Since the memory

is not fragmented, asynchronous promotions are rare, which allows isolating the effect of fault-
time allocation policies. ET use the size of the faulting VMA to guide translation size selection,

while ET-offline uses the Leshy generated hints (Section 3.3.4). Based on the performance and

translation size distribution, three groups of workloads can be discerned:

64KiB-friendly workloads. For workloads with small footprints, i.e., Astar, Omnetpp, Stream-
cluster, ET use CoalaPaging to opportunistically map them with 64KiB translations, via coalescing-
aware 4KiB allocations at fault time (Figure 3.11). This significantly reduces TLB misses (Fig-
ure 3.10b) and the overall performance is close to (m)THP (Figure 3.10a). The results are in line

with the initial motivational analysis (Section 3.2.3) and show that CoalaPaging is able to suc-
cessfully generate 64KiB translations across 4KiB faults. mTHP does not leverage 64KiB faults

as 2MiB allocations always succeed.

2MiB-sufficient workloads. For Canneal, XSBench and BFS, ET utilize coalescing-aware 2MiB

faults to eventually map their footprint with 32MiB translations (Figure 3.11). This results in a

16-30% reduction in TLB misses compared to (m)THP, but translates to only minor execution

speedups up to 3-4%. 2MiB translations are sufficient for these workloads.

32MiB-beneficiary workloads. For the highly irregular workloads, BTree, SVM, Hashjoin and

Gups, ET eliminate TLB misses, using 32MiB translations to cover 97-99% of their footprint. This

boosts performance by 19% on average and up to 39% versus THP. These results match the mo-

tivational analysis (Section 3.2.3) and demonstrate that ET effectively and transparently support

all translations sizes. No other design supports 32MiB translations.

For the larger workloads, mTHP appears to perform slightly worse than THP. This is only
due to a slightly worse baseline performance (4KiB) of Linux v6.8 (2-3%) and not due to reduced
address translation performance (Figure3.10b). HawkEye has identical performance to (m)THP
as it always uses 2MiB faults [72] and its async prezeroing has negligible impact.

MMU hotspots. To further study the performance potential of multiple translation sizes, Leshy is
run offline for all workloads and load the computed translation size hints into the kernel when
each workload is spawned. This way CoalaPaging allocations are no longer eager; they are in-
stead guided (Section 3.3.4). Figure 3.11 shows that TLB misses are frequently localized to specific
address space regions (Section 3.2.4). ET-Offline is able to detect these hotspots and map only
them with larger translation sizes. For example, for XSBench, Svm, BFS and Hashjoin, it uses
4KiB pages for 93%, 34%, 64% and 45% of their address space, mapping the rest with a combina-
tion of 2MiB and 32MiB translations. This significantly reduces the usage of larger translations
while sustaining performance (Figures 3.10a, 3.10b). For Canneal and BTree, Leshy uses a com-
bination of 2MiB and 32MiB translations for their entire footprint. For Omnetpp and Astar, it
uses a combination of 64KiB and 2MiB translation sizes to minimize MMU overheads, while for

Streamcluster it exclusively uses 64KiB. For Astar and Omnetpp, Leshy overestimates the impor-
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Figure 3.12: ET performance in virtualized execution

tance of some TLB misses, which results in ET-Offline using larger translations compared to ET,
with only minor improvements in TLB miss reduction and overall performance. These results

lay the ground for the online guided asynchronous promotions discussed later.

Takeaway 1: One size does not fit all. ET successfully generate 64KiB and 32MiB translations

across faults, relaxing the need for 2MiB pages and improving performance by up to 39% over
THP.

3.4.3 Virtualized Execution

The thesis also evaluates ET in virtualized execution. Figure 3.12 presents the results without
fragmentation. It omits the results for mTHP as it doesn’t support virtualized execution. The
costly nested page walks magnify AT overheads, necessitating larger translation sizes. Omnetpp,
which was covered by 64KiB translations in native execution, requires some 2MiB pages to sus-
tain performance in virtualized environment. Similarly, 2MiB pages are no longer sufficient for
Canneal and XSBench, which now require 32MiB translations. Despite its opportunistic nature
(Section 3.3), CoalaPaging manages to effectively generate contiguous 64KiB and 32MiB transla-
tions in both guest and host. This translates to significant speedups for big-memory workloads,
30% on average and up to 150% over THP. HawkEye performs slightly worse than THP as there
is no fragmentation, thus both systems eagerly allocate 2MiB pages at fault time [72], while

HawkEye scanning and pre-zeroing are costlier in a 2D set-up.

Takeaway 2: ET successfully enable intermediate translation sizes in virtualized execution.

The costlier page walks magnify ET benefits, speeding-up execution by 30% on average and
up to 150% over THP for large workloads.
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3.4.4 External fragmentation

Figure 3.13 presents the results for two fragmentation scenarios, 50% and 99% (Section 3.4.1) for
native execution. For smaller workloads it was challenging to consistently generate fragmenta-
tion, due to their small footprints, so their results are omitted. As the fragmentation increases,
all methods increasingly rely on asynchronous migrations to generate large translations. This
allows us to evaluate the effect of asynchronous promotion policies. ET asynchronous promotions
are guided by Leshy translation size hints, which are generated online by periodically sampling
the TLB misses of each running workload. The figure also shows results for ET-offline, where
ET asynchronous promotions are guided by optimal hints pre-calculated by Leshy offline. The
fault allocation policy remains unchanged in both cases, unlike the previous section where offline
hints were also used by ET during faults. As expected, increased fragmentation negatively im-
pacts performance for all methods. However, ET outperform or at least matches state-of-practice

and state-of-the-art.

2MiB-Sufficient. For Canneal, all methods perform almost equally, as the workload runs long
enough for all methods to promote the entire address space to large pages. For BFS, ET improve
performance by 6% over both THP and HawkEye and for XSBench by 20% and 4% respectively.
The reason is two-fold; a) Leshy successfully identifies at runtime the MMU hotspots and priori-
tizes their promotion and b) ET leverage 64KiB and 32MiB translations, which albeit unnecessary
without fragmentation, are beneficial for the workloads when memory is fragmented. Conse-
quently, ET manage to sustain higher performance while reducing large page usage by 50% on
average compared to THP. HawkEye effectively detects the MMU hotspots for XSBench, but
ET’s higher resolution achieves slightly better performance while reducing 2MiB usage by 20%.
mTHP falls back to 64KiB translations at fault time, which improves performance by ~2% for
some workloads. However, mTHP-khugepaged always promotes the formed 64KiB translations
to 2MiB, without considering performance impact. These results underline that, while 64KiB con-
tiguity can be utilized when 2MiB pages become scarce due to external fragmentation, efficiently

taking advantage of them requires informed promotion policies.

32MiB-beneficiary. For BTree, SVM and Hashjoin, ET outperform both state-of-practice and
state-of-the-art; speeding-up performance by 12% over (m)THP and 17% over HawkEye on aver-
age when memory is 99% fragmented. Hashjoin and SVM have MMU hotspots at the tail of their
address spaces, rendering THP linear promotion scanning ineffective. By contrast, Leshy suc-
cessfully detects these hotspots at runtime and prioritizes their promotion to 32MiB, improving
performance by 16% and 14%. HawkEye is unable to detect these hotspots as accurately and only
promotes few regions to 2MiB. At 99% fragmentation, Hawkeye performs worse than (m)THP
for the BTree workload, likely due to contention in its internal data structures, identified also by
related work [63].
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Figure 3.13: ET native performance under fragmentation.

Online vs Offline. Figure 3.13 reveals that HW-assisted TLB miss sampling is able to guide
asynchronous promotions at runtime accurately. In most cases, online profiling and hint genera-
tion (ET) is able to achieve comparable results to hints computed offline (ET-offline), resulting in
similar translation size distributions. For SVM, the gap between offline and online performance
under 99% fragmentation is attributed to the differences between a pro-active (offline) and a
re-active (online) method. SVM exhibits a long initialization period with negligible MMU over-
heads and abruptly switches to the MMU intensive part of its execution. With pre-computed
hints, ET-offline is able to start the migrations earlier and by the time SVM enters its second
compute-intensive phase, a large part of its address space is already optimally mapped. ET’s on-
line profiling, on the other hand, triggers promotions only after SVM starts experiencing MMU
overheads, which the profiler detects at runtime. Although longer running workloads might be

able to amortize this cost, this spool-up effect also underlines the usefulness of offline profiling
when possible.

Takeaway 3: ET accurately detect MMU hotspots at runtime and prioritizes their optimal
mapping to an educated mix of translation sizes, when running under fragmentation. This

improves performance by 12% on average and up to 20% while reducing 2MiB occupancy by
30% on average.

3.4.5 Performance analysis

Figure 3.14 presents a breakdown of the impact of the various ET components (Table 3.1) for na-

tive execution and increasing fragmentation levels. The speedup provided by each component,
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Figure 3.14: Performance breakdown of ET components
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Figure 3.15: TLB miss sampling vs access-bit monitoring accuracy

relative to 4KiB, is stacked on top of each other, starting with vanilla THP. ET comprise a) Coala-
Paging that transparently generates 64KiB and 32MiB translations across faults, b) CoalaKhugepaged,
that asynchronously promotes regions to 32MiB translations, and c) Leshy that detects MMU
hotspots at runtime via TLB miss sampling, computes translation size hints and drives CoalaKhugepaged.
The figure also presents the benefit provided by pre-computed (offline) Leshy profiles, when

they drive a) CoalaKhugepaged promotions from the beginning of a workload’s execution and

b) CoalaPaging fault-time allocations.

The impact of each component depends on fragmentation level and workload behavior. Un-
der low fragmentation pressure, ET benefits are mostly driven by CoalaPaging. As fragmenta-
tion increases, CoalaPaging impact diminishes, with the exception of BFS. BFS exhibits a small
MMU-intensive region at the beginning of its address space. CoalaPaging is able to map it to
64KiB translations and alleviate translation overheads, even when 2MiB pages are scarce. For
the rest, CoalaKhugepaged and Leshy dominate performance gains as fragmentation increases.

For BTree, where the distribution of TLB misses is relatively uniform throughout its address
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Figure 3.16: ET performance for multi-workload mixes.

space, CoalaKhugepaged’s aggressive promotions to 32MiB translations, via linear scanning the
workload’s address space, are sufficient to alleviate the AT overhead. By contrast, TLB misses for
XSBench, Hashjoin and SVM are clustered in small regions at the tail of their address space. For
these workloads, ET performance gains stem from Leshy, as it is able to accurately detect these
TLB-heavy clusters at runtime and guide CoalaKhugepaged promotions. Pre-computed (offline)
Leshy profiles are mainly beneficial to Hashjoin and SVM, albeit for slightly different reasons.
Hashjoin benefits from informed CoalaPaging faults when fragmentation is mild as, due to its
short runtime, CoalaKhugepaged is unable to cover the MMU-intensive parts of its footprint in
time. SVM on the other hand benefits from the fact that with pre-computed translation hints,
CoalaKhugepaged asynchronous promotions are able to begin early, before the workload enters
its MMU-intensive phase.

TLB miss vs access-bit sampling. The thesis also evaluates the use of access-bit sampling to
generate offline translation size hints via Leshy. It uses hints to guide both CoalaPaging fault-
time allocations and CoalaKhugepaged asynchronous promotions (similarly to ET-offline in Fig-
ures 3.14 and 3.10). Figure 3.15 shows that for 50% fragmentation translation size hints generated
by Leshy based on sampled TLB misses exhibit higher accuracy. This corroborates the findings
from Section 3.2.4 regarding the relative effectiveness of TLB miss sampling and to some extent

explain why ET outperform HawkEye even for 2MiB-sufficient workloads (Section 3.4.4).

3.4.6 Multi-workload experiments

Figure 3.16 presents the results for THP and ET when natively running mixes of workloads con-
currently without fragmentation. Three different mixes of workloads are run and the figure plots
the speedup achieved for each workload by THP and ET relative to 4KiB. ET are able to sustain
its performance benefit over THP (cf. Figure 3.10) in multi-programmed execution due to the
way CoalaPaging coordinates concurrent allocation requests from different programs (Section
3.3.2).
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3.4.7 Overhead analysis

Fault latency. Figure 3.17 reports the cumulative distribution function (CDF) for the latency of
CoalaPaging faults (64KiB and 32MiB), as well as 4KiB, 64KiB (mTHP), 2MiB (THP) and 32MiB
(THP-16KiB granule) synchronous faults. To generate the CDF, a micro-benchmark that triggers
100K random anonymous faults is run and the latency of the fault handler is collected for each
run. 64KiB ET faults exhibit increased fault latency compared to 4KiB. Linux has an extremely
fast path for allocating 4KiB pages (~1us), utilizing lockless per-CPU page lists (Section 2.1.1).
64KiB ET faults are slightly faster than mTHP’s 64KiB faults, as the increased fault size incurs
overhead, e.g., synchronous zeroing. On the other hand, 32MiB ET faults perform closely to THP
and are an order of magnitude faster than synchronous 32MiB faults, since synchronous 32MiB
faults have to zero large blocks of memory, while ET relies on smaller fault-time allocations
(2MiB). These results support the design choice to opportunistically allocate contiguous pages
across faults and underline its benefits versus an alternative design which relies on larger fault-
time allocations [135].

Memory Bloat. In Figure 3.11, the normalized page distribution for canneal and streamcluster
exceeds 100% for THP and ET. The reason is that 2MiB pages can increase the effective memory
footprint of workloads [62, 67, 71] compared to 4KiB. 32MiB ET translations do not induce extra
memory bloat compared to THP, owing to the opportunistic coalescing-aware allocation policy.

For streamcluster ET favor 64KiB translations over 2MiB, which reduces memory bloat.

Takeaway 4: The opportunistic design of CoalaPaging keeps fault latency and memory bloat

bounded while supporting translation sizes beyond 2MiB.

3.4.8 Contiguity Redistribution

To showcase the effectiveness of the extended ET design to detect and demote cold regions, the

evaluation focuses on the hashjoin benchmark, one of the most MMU intensive benchmarks used
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Figure 3.18: Access heatmap for the hashjoin benchmark.

in the original evaluation of ET (see Sections 3.4.1 and 3.4).

The memory accesses performed by hashjoin using the ARM SPE are first sampled, similarly
to Leshy. A heatmap of the memory accesses is then generated, shown in Figure 3.18. The
heatmap plots the memory access intensity per 32MiB region of the workload’s heap (y axis)
over time (x axis). The memory access intensity per 32MiB region is assigned a color, ranging
from blue (low access intensity) to red (high access intensity).

From the heatmap, it becomes evident that while the middle part of the heap is actively and
consistently accessed throughout the workload’s lifetime, the beginning of the heap exhibits a
more fragmented access pattern. Few gigabytes of memory are accessed for a period of time and
then go cold. As discussed previously, a greedy fault time policy would allow these accesses to
benefit from larger translation granules and page sizes. However, the contiguity would quickly
become wasted, as these regions of memory are never touched again.

Two hashjoin benchmarks are then run, one after the other, in quick succession. Before
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Figure 3.19: Normalized execution runtime, when running two hashjoin instances, on a frag-
mented system. The extended ET design, with demotions support, is able to successfully detect
and demote cold regions, redistributing the limited memory contiguity in the system to the sec-
ond workload, thereby sustaining performance.

running the benchmarks, the fragmentation tool described in Section 3.4.1 is used to reduce the
available contiguity in the system, so that there is enough contiguity only for the first hashjoin

instance to be backed by 32MiB translations, but not for the second.

The first hashjoin instance is spawned, let run for a period of time post initialization, and then
the second hashjoin instance is spawned. For both instances, ET employ a greedy fault time pol-
icy, using ET and CoalaPaging to opportunistically map their memory with 32MiB translations.
As described above, the first instance will be able to fully back its memory with 32MiB transla-
tions, as there is enough contiguity in the system. However, when using the vanilla ET (Section
3.3), the second benchmark faces fragmentation pressure and is unable to fully back its memory

with 32MiB translation, which has significant performance impact, as shown in Figure 3.19.

This is not the case when using the extended ET design. While the first instance is running,
Leshy is able to detect the low parts of the workload’s heap that are accessed only briefly and then
go cold. Leshy then proceeds with relinquishing the reserved contiguity by these regions back to
the system, as shown in Figure 3.20. As aresult, when the second hashjoin instance runs, it is able
to find the required contiguity and back its memory with 32MiB translations. Figure 3.21 shows
the number for 32MiB translations used by each benchmark, measured while the second instance
has finished initialization and started its compute phase. Leshy is able to successfully detect
the cold regions of the first hashjoin instance and redistribute the contiguity reserved by these
cold regions to the second hashjoin instance. Figure 3.19 show the performance impact of this

redistribution. The extended ET design, with demotions support, sustains performance, close to
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Figure 3.21: 32MiB translations allocated by the first and the second hashjoin benchmark.
Leshy enables the redistributing of contiguity between the two hashjoin instances.

the original hashjoin instance. The evaluation also measures the performance of the first hashjoin
instance, when demotions are enabled, to quantify the performance impact of demotions on the
running application. Our results show that the demotions have minimal impact on performance,
as expected, as the demoted regions are no longer accessed. The thesis leaves for future work
the exploration of the overall system impact of demotions (e.g., due to memory copies), as well
as the performance impact of demotion when workloads exhibit access patterns, where regions

go cold and then become hot again.
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3.5 Discussion

3.5.1 OS interfaces for controlling translation granularity

madvise() interface. One question that arose when designing Elastic Translations concerned
the interfaces that the OS should expose to userspace, to allow userspace applications fine-
grained control over translation granularity.

As discussed in Sections 3.3.4 and 3.3.5, Elastic Translations employ an interface based on the
madvise() system call [136], and specifically the process_madvise() variant [137], that was added
to the Linux kernel starting with version v5.10. madvise() is already used by the Linux kernel to
allow userspace to control THP policy per VMA, via the MADV_HUGE advice. madvise() applies
the advice to the calling process, which makes it less useful for profilers, such as Leshy, which
need to control and issue hints on behalf of the profiled processes. By contrast, process_madvise()
enables the issuing of madvise() hints for other processes, and is hence used by Leshy to issue
translation granularity hints to the kernel and drive the ET kernel components, namely Coala-
Paging and CoalaKhugepaged.

The ET madvise() interface defines translation size advice hints, one for each size above 4KiB,
as well as advices that control the in-kernel ET mechanisms, CoalaPaging and CoalaKhugepaged,
per VMA. Finally, as described in Section 3.3.5, ET define one more advice for controlling demo-

tions.
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Figure 3.22: Controlling translation granularity from userspace with eBPF.

eBPF interface. Another way to implement such an OS interface for controlling translation
granularity from userspace could involve eBPF [89] (Section 2.5).
eBPF-mm [88] uses eBPF to implement a similar interface for controlling mTHP (Section 3.2.1)

fault-time size selection from userspace. Figure 3.22 shows an overview of the proposed design.
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eBPF-mm employs offline profiling, based on either Leshy or DAMON [138], to generate an of-
fline cost-benefit profile per VMA for each supported mTHP translation granule. It then loads
this profile, via an eBPF map, in the kernel and uses eBPF to hook the mTHP fault path, specifi-
cally the point where the kernel decides on which mTHP size to use to serve the fault. Instead of
following the simplistic fallback-based approach of mTHP size selection (Section 3.2.4, Table 3.2),
eBPF-mm checks the loaded profile for the VMA that the faulting address belongs to, to find the
estimated benefit for each translation size. Inspired by CBMM [72], it then generates a cost-
benefit profile for each size, and finally decides on the most beneficial mTHP size that should be
used to serve the fault.

A similar approach can be adopted for Elastic Translations, to replace the madvise() inter-
face. eBPF will enable Elastic Translations to more easily support more translation granules and
policies, without having to heavily modify the in-kernel components. The decision on which
size to use, either for synchronous fault-time allocations with CoalaPaging, or asynchronous
promotions or demotions via migrations with CoalaKhugepaged, could be computed via a flexi-
ble, userspace-programmable cost-benefit approach, implemented via eBPF, instead of the static

hint-based approach of the madvise() interface.

3.5.2 Memory Management

3.5.2.1 Allocation policies

Another approach to generate the contiguity required for intermediate-sized translations is to
eagerly allocate 64KiB (order-4) and 32MiB (order-13) pages during faults. As discussed in Sec-
tion 3.2.1, Linux recently added support for sub-2MiB faults [60] (mTHP). The mTHP evaluation
in Section 3.4 shows that, for 64KiB faults, the fault latency remains bounded. However, it also
shows that extending this design to 32MiB faults results in inflated fault latency. By contrast,
CoalaPaging can seamlessly and efficiently support both 64KiB and 32MiB translations. The
thesis considers integrating mTHP to ET, as an alternative mechanism for generating sub-2MiB
contiguity at fault time, for future work. Async pre-zeroing [62, 63, 72] can also be used to re-
duce fault latency for larger fault-time allocations; however, it comes with non-negligible CPU
overhead. CoalaPaging can be nonetheless seamlessly integrated and take advantage of async
pre-zeroing for faster 2MiB faults.

Reservation-based schemes [29, 65, 71, 139] could be used instead of eager allocations in order
to reserve larger blocks of memory at fault-time without penalizing fault latency. Similarly to op-
portunistic designs [103], such as CoalaPaging, reservations trade-off the reduced fault latency
with delayed creation of larger translations [71]. Compared to opportunistic designs, reserva-
tions opt for stronger guarantees for across-fault contiguity, which however incurs book-keeping

overhead and increases memory bloat [71].
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3.5.2.2 Transparent 1GiB support

ET focuses on the transparent support for intermediate translation sizes supported by OS-assisted
TLB coalescing. The thesis considers extending i) CoalaPaging to opportunistically create 1GiB
mappings and ii) Leshy to take into account 1GiB translations and emit 1GiB hints as future work.
That said, as shown in Section 3.2, for a range of applications the ET-enabled 32MiB translations
are sufficient to alleviate MMU overheads without resorting to the harder to allocate and manage

1GiB pages.

3.5.2.3 Hints in virtualized execution

Using TLB miss sampling to generate hints for virtualized workloads is challenging [140], as
sampled VAs are not readily usable by the hypervisor. ET uses it only in the guest and fallback to
access bit tracking in the host as a proxy for the MMU overhead of the VM ([62, 67]). The thesis
considers exploring a paravirtualized interface [141] to allow virtualized workloads to take full

advantage of the Leshy-generated hints as future work.

3.5.3 Architectural considerations
3.5.3.1 TLB micro-architecture.

The micro-architecture of the N1 ARMv8-A core features unified TLBs with regard to translation
size. Every TLB entry can be use to store translations of any of the supported sizes. For split
TLBs, translation size selection will need to take the different capacities into consideration [142].
Moreover, as discussed in Section 3.3, demoting coalesced translations requires invalidating and
flushing the constituent pages. ARMv8-A supports HW-based invalidations for maintaining TLB
coherence. Additionally, ARMv8-A has recently added support for range-based HW TLB flushes
and invalidations, which should further accelerate TLB coherence. This is in contrast to x86,
which handles TLB invalidations in SW with costly interprocessor interrupts. For the latter case,
the cost and frequency of TLB shootdowns should be factored in, potentially forgoing promotions

if their benefit would not amortize the aforementioned costs [72].

3.5.3.2 Portability

While ET focus on ARMvS8-A, ET can be extended to different architectures and translation sizes.
The Svnapot extension [39] adds support for OS-assisted TLB coalescing to RISC-V. RISC-V al-
locates more bits in the page table entries to encode the coalescing factor, hence extending the
range of the supported translation sizes. Porting ET to RISC-V and evaluate ET with Svnapot is

left for future work.
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3.5.3.3 Access and Dirty Bits

ARMv8-A supports HW-based tracking for page accesses (access (A) bit) and modifications (dirty
(D) bit). When a page of an intermediate translation is accessed or modified, the architecture
allows the MMU to set the AD bit of any of the constituent pages of the intermediate translation.
This has the side-effect that the OS must now check the AD bit status of all the constituent
pages of an intermediate translation in order to determine the AD status of a constituent page.
For anonymous mappings, that ET currently target, this can affect the performance anonymous

memory reclaim (swapping). Studying this effect is left for future work.

3.6 Related Work

3.6.1 Translation sizes and large pages

[43] propose HW and OS modifications to support a wider range of translation sizes. [63] study
the effectiveness of 1GiB page sizes and design mechanisms to make their transparent support
practical. [143] uses a mix of 2MiB and 1GiB pages to improve translation overhead modeling.
ET focus on harnessing the performance potential of the intermediate translation sizes enabled
by TLB coalescing on real HW. Transparent OS large page management for the x86 architecture
has been excessively studied for both Linux and FreeBSD [62, 67-72]. ET are orthogonal and
complementary to these works. ET alleviates fragmentation pressure by reducing 2MiB page
usage (Section 3.4), Additionally, ET 32MiB translations build upon THP fault-time allocations,

and are thus able to harness the improved THP performance of prior art.

3.6.2 Memory contiguity

Previous research focuses on generating physical memory contiguity, which can be exploited
by novel HW components [103, 105] or used to improve THP performance [107, 115, 141]. This

thesis builds upon opportunistic allocation policies in the context of TLB coalescing.

3.6.3 Sampling-based profiling

[140] highlight the importance of TLB misses for guiding translation size selection and propose
architectural extensions to accelerate scanning and promotion and assist the OS in page size
selection. Per-core caches on the L2 TLB miss path track the number of misses per recently ac-
cessed 2MiB and 1GiB region. The contents of the caches are dumped to OS accessible memory
at fixed intervals. Besides requiring bespoke HW, this solution is difficult to generalize for mul-

tiple translation sizes, requiring one cache per-size per-core. [121, 144-147] use sampling-based
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profiling for memory deduplication and tiering. ET follow a similar approach targeting transla-
tion performance, and corroborate their findings regarding the practicality and accuracy of this

approach compared to page-based access frequency sampling.

3.6.4 Address Translation Hardware

Prior works improve translation performance via HW modifications [16, 30, 106, 148—-157]. SpecTLB
[31] and SpOT [103] exploit predictable contiguous mappings to speedup address translation.
[27, 28, 42, 158] propose and improve upon HW TLB coalescing. [117] evaluate the effective-
ness of HW TLB coalescing on recent AMD processors [101, 102]. HW coalescing can be used
together with OS-assisted coalescing to collectively reduce MMU pressure. The page table struc-
ture has also been extensively studied [55, 56, 104, 159]. Previous works have proposed new
hashing-based schemes [15, 17, 18, 160], range tables [108, 161] as well as more radical changes
(6, 7, 109, 162, 163] to the virtual memory hardware. ET retain the radix tree structure and

improves performance by enabling intermediate translation sizes.

3.7 Conclusion

This chapter argues that we need to rethink how the OS interfaces with the HW mechanisms
that enable different AT granules, i.e., large pages and TLB coalescing, and how it utilizes these
AT granules within its memory management subsystem. It then presents Elastic Translations,
an optimized, policy-driven OS-interface, to efficiently support multi-grained AT, concurrently
supporting AT granules from disjoint underlying HW mechanisms, such as large pages and OS-
assisted TLB coalescing.

ET extend the OS memory manager to enable the transparent and opportunistic creation of
intermediate-sized translations, both at fault time with CoalaPaging, and asynchronously with
CoalaKhugepaged, for both native and virtualized execution. Leshy, a HW-assisted profiler, sam-
ples the TLB misses of applications at runtime, to estimate address translation overhead and im-
plements the ET policies for translation size selection and drives the ET in-kernel mechanisms to
optimally map the application footprint to the multiple available translation sizes. By leveraging
multiple translation sizes and runtime profiling, ET is able to significantly speed-up execution for
memory intensive workloads when compared to state-of-practice and state-of-the-art, for both

native and virtualized execution, under varying levels of fragmentation.



CHAPTER 4

AnonPTEs: Bridging the virtualization semantic
gap via the MMU

4.1 Overview

In the previous chapters, we saw that hardware virtualization comes potentially at the cost of
elevated address translation overhead, as the state-of-practice mechanism for supporting paged
virtual memory under hardware virtualization, nested paging (Section 2.4), amplifies the memory
accesses needed per translation. Additionally, the decoupling of the virtual memory subsystems
between virtualized (guest) and physical (host) Operating Systems creates a semantic gap, that
induces performance inefficiencies [73, 74], which will also become apparent later.

However, by trading off performance, hardware virtualization is able to provide strong isola-
tion guarantees, which are not attainable with OS virtualization techniques [164]. Moreover, it
neatly encapsulates the entire guest system state (hardware, OS, userspace) in a small number of
structures, namely the virtualized CPU architectural state, the state of the virtual devices of the
VM, and importantly the VM (guest) physical memory image. This facilitates VM live migration,
allowing providers to seamlessly move VMs across physical hosts, as well as VM snapshotting,
which will be the focus of this chapter, i.e., persisting (checkpointing) the entire VM state to stor-
age, as a VM snapshot. The VM can then be restored from said snapshot and continue execution.

While VM snapshotting was initially employed mostly for disaster recovery and offline VM

migration, it has obtained renewed significance in the context of Function-as-a-Service (FaaS)
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serverless computing [165-170]. FaaS users upload their code encapsulated as a function to the
FaaS platform. The FaaS providers then sandbox, deploy and scale the user code on their in-
frastructure. One of the dominant overheads of the FaaS model stems from cold starts [76, 77],
i.e.,, when new function sandboxes need to be spawned to handle incoming requests. As FaaS
providers typically resort to hardware virtualization, to sandbox user code, for stronger ten-
ant isolation guarantees [78], this exacerbates the cold-start overhead. To alleviate this over-
head, function snapshotting, based on VM snapshotting, described above, has been proposed by
academia [80, 171] and adopted by the industry [79, 172]. The snapshotted function memory, i.e.,
the memory of the VM sandbox after the function has been initialized and pre-warmed [173, 174],
is serialized to storage as a file. This snapshot file is then memory-mapped to act as the memory
of newly-spawned pre-warmed VM sandboxes, which will serve incoming function invocations.

While function snapshotting obviates the need for booting a fresh VM for each cold func-
tion invocation, it still suffers from the latency of faulting-in the snapshotted VM memory from
storage. Previous works [80-82] have proposed capturing and prefetching the function working
set from the snapshot file in userspace to minimize this overhead. SnapBPF [83] improves upon
these works by employing eBPF to move the prefetching logic in kernelspace, removing assorted
redundancies.

Another issue with function snapshotting stems from the virtualization semantic gap be-
tween the virtual memory subsystems of guest and host. As the VM memory snapshot is stored
on disk as a file and then memory-mapped by the Virtual Machine Monitor (VMM) as the mem-
ory of the VM, the host OS handles accesses to the entire guest physical memory by fetching
pages from the file on disk, as it would for a normal file. However, not all pages persisted to the
VM snapshot file contain initialized useful state. When the guest OS memory manager allocates
anonymous ephemeral memory, there is no persisted state that needs to be fetched from the
snapshot file on disk. To that end, FaaSnap [81] and Faast [82] keep track of these pages, when
persisting the snapshot, and take care to filter them out when restoring the function.

This chapter presents AnonPTEs, a lightweight paravirtualized interface, designed to bridge
this semantic gap by efficiently conveying the nature of the allocations of the VM sandbox to
the host OS. AnonPTEs builds upon and extends SnapBPF, with the goal of accelerating the cold
starts of microVM-sandboxed functions, when using snapshots. The guest OS uses the nested
page tables of the VM to mark anonymous memory allocations via their page table entries. When
the host OS handles the nested faults for these page table entries, it serves them by allocating
anonymous memory instead of unnecessarily fetching the page from the snapshot. In contrast
to prior art that tackles the problem by pre-scanning the snapshot, based on either page contents
(zero pages) [81] or the VM kernel allocator metadata [82], in order to detect and filter such pages,
AnonPTEs performs this filtering online, requiring no snapshot preparation or scanning.

Section 4.2 first provides necessary background on working set existing prefetching approaches
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to accelerate snapshotted function starts. Section 4.3 then discusses SnapBPF, a state-of-the-art
working set prefetching approach, that employes eBPF to move prefetching to kerenlspace. Sec-
tion 4.4.1 lays out the issues stemming from the virtualization semantic gap between guest and
host OS virtual memory subsystems, when executing serverless functions from VM sandbox
snapshots. Section 4.4 present the design of AnonPTEs and its integration with SnapBPF, while
Section 4.5 show the evaluation results when using SnapBPF with AnonPTEs to accelerate snap-
shotted function execution. Finally, Section 4.6 discusses related work and Section 4.7 concludes

the chapters and provides future directions.

4.2 Working Set Prefetching
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Figure 4.1: Loading Functions from VM sandbox snapshots on Linux. State-of-practice and state-
of-the-art.

Existing snapshot prefetching approaches can be broadly classified into two categories based
on the mechanism they employ to capture and prefetch the function working set. Regardless of
the mechanism used, the capture and loading of the working set is essentially implemented in
userspace. An overview of snapshot prefetching mechanisms is shown in Figure 4.1.
Userfaultfd. REAP [80] and Faast [82] use Linux userspace page fault handling (userfaultfd) [175].
When spawning a new VM sandbox, they register a userspace page fault handler, which gets
triggered on VM memory page faults. When handling such a fault, the OS allocates anonymous
memory to serve the fault and then hands over the fault to userspace. The userspace fault handler
subsequently fetches the faulting page from the snapshot, stored on disk, and copies (installs) its
contents to the page allocated by the OS.

Both techniques that use userspace faults first identify the function’s working set, and then
serialize it to storage (record phase). For subsequent VM sandbox creations (invocation phase),
they both prefetch the function working set from storage and preemptively install it in the VMM
via userfaultfd. Both REAP and Faast use direct IO when fetching the snapshot from storage, to
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bypass the page cache and avoid the overhead of intermediate memory copies. As they both rely
on userfaultfd, they fail to deduplicate the function working set across different VM sandboxes.
The reason for this is that userfaultfd uses anonymous memory which is not shared between
VM sandboxes of the same function, making it impossible to deduplicate the working set across
different sandboxes in memory.

mincore / mmap. FaaSnap [81] on the other hand relies on the mincore() and mmap() system
calls and the OS page cache for both capturing and prefetching the function’s working set. The
mincore system call returns a byte array which indicates whether each corresponding page of
the calling process’s virtual memory is resident in RAM [176]. FaaSnap uses the mincore system
call to identify which snapshot pages have been fetched from storage into the OS page cache.
Similarly to REAP and Faast, it serializes these pages to a separate working set file. In the invo-
cation phase, FaaSnap memory-maps the working set file on top of the snapshot file. Instead
of using userfaultfd, it relies on OS page cache prefetching (readahead), using a userspace thread
to issue buffered reads to fetch the working set to memory. This enables FaaSnap to deduplicate
the working set across different VM sandboxes via the OS page cache. While this allows in-
memory deduplication of the working set between different sandboxes, FaaSnap has to mmap
each working set region separately. To reduce the number of mmap’ed regions, FaaSnap coa-
lesces working-set regions with few non-working set pages between them into larger regions.
While this reduces the mmap’ed regions to a manageable number, it also inflates the working set
file, which can affect performance by amplifying IO, which is confirmed by instrumenting the

kernel using eBPF.

4.3 SnapBPF

In contrast to prior work, SnapBPF [83] employs eBPF [89] to hook the readahead mechanism of
the OS page cache and both capture and prefetch the function working set in kernel-space.
Capturing the working set. To capture the function’s working set, SnapBPF uses kprobes [177]
to hook the Linux kernel path that adds pages to the OS page cache. Specifically, it hooks the func-
tion add_to_page_cache_lru(). kprobes allow for users to dynamically create hooks associated
with kernel functions, where user-provided eBPF programs can be attached to. eBPF programs
attached to such hooks are triggered whenever the associated function is executed, and are pro-
vided with an execution context, e.g., for function kprobes, the associated function arguments.
For SnapBPF, the function arguments passed to the SnapBPF eBPF program include the file off-
set of the page that is about to be added to the page cache. In this way, once the SnapBPF eBPF
program is attached to this hook, it tracks the file offsets of the pages that are fetched into the
page cache from the function snapshot.

The capture phase is then as follows. First a new VM sandbox is spawned using the function
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snapshot. Before actually booting the VM sandbox, the VMM creates the kprobe, as described
above, and attaches to it the SnapBPF eBPF capture program. Finally, it invokes the function to
capture its working set. The SnapBPF eBPF capture program will be triggered for every page that
is added to the system’s page cache. Consequently, it has to filter out any pages that do not belong
to the function snapshot file, i.e. the pages that are not fetched by the VMM. SnapBPF stores
the filtered page offsets, which comprise the working set, in an eBPF map [178]. Additionally,
Linux by default uses readahead to prefetch pages from disk and hide storage latency. Hence,
SnapBPF disables readahead in order to only fetch and capture the working set pages in this
phase. Once the function invocation finishes, the VMM reads the offsets from the eBPF map and
stores them to disk. Note, that SnapBPF stores only the page offsets and not the pages themselves,

as prior art does.
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Figure 4.2: SnapBPF Prefetching. Note that SnapBPF captures the offsets of the working set
pages, not the pages themselves. SnapBPF will fetch the pages directly from the snapshot file.

Loading the working set. Once the file offsets for the pages comprising the working set have
been captured, SnapBPF first groups them into contiguous ranges of offsets and sort them based
on the earliest access time of any of the pages in each group. SnapBPF triggers the prefetching
of the pages based on this sorted group order, ensuring that read requests for the pages needed
the earliest are issued first.

Figure 4.2 shows the steps that load the working set from a function snapshot. When a new
VM sandbox is spawned from the function snapshot, in order to handle an incoming function
invocation, the VMM first reads the grouped file offsets of the function working set from disk
and loads them into the kernel via an eBPF map (D. It then attaches the SnapBPF prefetch eBPF
program to the same kprobe used earlier, and triggers the prefetching by accessing the first page

of the snapshot (2). The SnapBPF prefetch eBPF program will then read the grouped offsets
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from the eBPF map and will start issuing consecutive read requests for each contiguous range
of offsets from the snapshot file, in the afore-mentioned sorted order, to fetch them into the OS
page cache (3).

As the Linux kernel sandboxes eBPF programs, which prevents them from, for example, issu-
ing block requests to storage or manipulating the OS page cache, SnapBPF implements an eBPF
helper function, more specifically a kfunc [179] (snapbpf_prefetch () ) 2), which wraps around the
Linux page cache readahead routine that prefetches pages from storage (page_cache_ra_unbounded()).
Once it issues the read request for the last group of offsets, the eBPF program will disable itself.

By issuing read requests directly to the snapshot file, SnapBPF obviates the need to separately
serialize the working set to disk and instead only uses metadata to drive the prefetching. As
shown in Section 4.5, this does not penalize performance, as, in contrast to spindle HDDs, modern
SSDs don’t have the same limitations with regard to high-IOPS, non-sequential I/O. Nonetheless,
SnapBPF does minimize the number for block requests the kernel issues to storage by grouping
the pages into contiguous ranges, to reduce SW overhead. Finally, since the pages are loaded
directly into the page cache, they are shared between multiple concurrent VM sandboxes for the
same function, minimizing memory usage. Since SnapBPF employs eBPF and essentially works
in kernel-space, there is no need for redundant userspace copies of data from the page cache,
which eliminates most of the page cache overhead, that forces prior art, such as REAP and Faast,

to opt for direct IO instead.

4.4 Efficient anonymous allocation filtering with AnonPTEs

This section presents the design and implementation of AnonPTEs, a lightweight paravirtualized
mechanism, that enables the online filtering of anonymous allocations of the microVM sandbox,
and its integration within SnapBPF, for accelerating snapshot starts for microVM-sandboxed

serverless functions.

4.4.1 The problem of anonymous allocations.

Due to the semantic gap between the VM and the host memory allocator, not all pages that will
be used during the invocation of the function are captured by the working set. For ephemeral
memory allocations inside the VM sandbox, i.e., for memory that is allocated during the invo-
cation and freed afterwards, the working set pages will differ between invocations. As prior
art points out [81, 82], fetching these pages from snapshot is unnecessary. The host kernel can
instead provide the VMM with anonymous memory.

Faast and FaaSnap both tackle this issue by resorting to scanning and pre-processing the

snapshot file. FaaSnap patches the VM kernel to zero pages when they are freed. It then scans
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the snapshot file for zero pages and maps those zero regions of the snapshot file to anonymous
memory. Faast relies on the allocator metadata of the VM kernel to identify pages that are not

actively used in the snapshot and routes faults for these pages to anonymous memory.

Regardless of the mechanism employed by each approach, both rely on preemptive snapshot

scanning and pre-processing to optimize the handling of VM memory allocations.
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SnapBPF (Kernel-space) v X
SnapBPF \w AnonPTEs eBPF v v

(Kernel-space

Table 4.1: Comparison of snapshot prefetching techniques.
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When booting a VM sandbox from a snapshot file, the allocation of new pages by the VM
guest OS memory manager will end up fetching pages from the on-disk snapshot, which will
eventually be zeroed or overwritten. As mentioned in Section 4.4.1, prior art addresses this
issue by preemptively scanning the snapshot, based on either page contents (FaaSnap [81]) or
allocator metadata (Faast [82]). This thesis instead adopts a different approach, that works online,
without relying on snapshot scanning or pre-processing. It proposes AnonPTEs, a lightweight
paravirtualized (PV) PTE marking mechanism.

Figure 4.3 shows an overview of the proposed mechanism. AnonPTEs modify the VM (guest)
kernel, so that when it attempts to allocate guest memory (1) (2), it marks it in a way that the
host (VMM) can detect it and use anonymous memory instead of fetching data from the snap-
shot file to back it up. Specifically, when the VM kernel attempts to map this freshly-allocated
memory in its page tables, instead of using the actual guest page frame number (gPFN) of the
page, AnonPTEs set the most significant bit (MSB) of the PFN; effectively mirror-mapping this
page to a higher PFN space (3).

The host kernel, specifically the Linux Kernel Virtual Machine (KVM), when handling nested
page faults for the VM (@), will be able to detect faults for such mirrored PFNs. In that case, it
will use anonymous memory to serve the page fault, instead of fetching pages from the on-disk
snapshot (3). It will then map this anonymous page to both the mirrored and the original gPFN,
in the VM’s nested page tables, so that when the VM subsequently reuses this memory, it also
points to the anonymous page allocated by the host (6.

In this way, AnonPTEs are able to handle the memory allocations of the VM sandbox without
redundant I/O from the snapshot file or scanning the snapshot for pages that should be filtered or
skipped before-hand. Note that while AnonPTEs is implemented for Linux and KVM the design

is essentially hypervisor and OS agnostic.

4.5 Evaluation

4.5.1 Methodology

AnonPTEs are integrated in SnapBPF and the enhanced SnapBPF version (SnapBPF \w AnonPTEs in
Table 4.1) is then evaluated against existing state-of-the-art prefetching approaches, namely
REAP and FaaSnap.

AnonPTEs are implemented in Linux v6.3 and the firecracker VMM v1.11 [78] along SnapBPF.
The evaluation uses functions representative of common FaaS workloads from the Function-
Bench [84] suite, as well as three real-world workloads from FaaSMem [85] (html_serving, graph_bfs,
bert). The firecracker VMM is instrumented to track the end-to-end latency for function invo-

cations. The evaluation focuses both on single function execution as well as with executing 10
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concurrent function instances, invoking them with identical inputs. For the Linux readahead
baseline, the readahead window is set to the default Linux kernel value of 128KiB, i.e., 32 4KiB
pages.

Hardware Setup. AnonPTEs and SnapBPF are evaluated on a 2-socket AMD EPYC 7402 CPU [180],
with 24 hyperthreaded cores per socket. Each socket has access to 128GiB of DDR4 memory.
The function memory snapshots, as well as the function working sets for REAP and FaaSnap, are
stored on a 480GiB Micro 5300 TLC NAND flash SATA SSD [181]. To minimize noise, the VMM
threads are pinned on specific cores of the first socket. Hyperthreading is disabled and the CPU

core frequency is set to 2.5GHz.
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Figure 4.4: SnapBPF with AnonPTEs matches and outperforms user-space solutions without
requiring separate working set files or offline snapshot scanning.
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Figure 4.5: Memory consumption for 10 concurrent function instances.

4.5.2 Evaluation Results

Latency. Figure 4.4a shows the end-to-end latency of REAP, FaaSnap and SnapBPF, when exe-
cuting a single function instance. SnapBPF outperforms REAP, as it doesn’t have to copy pages
from userspace to kernel-space via userfaultfd. It also matches and in some cases outperforms
FaaSnap in terms of E2E function invocation latency, by avoiding the redundant copying of the
working set to userspace in the prefetching phase, and by maintaining leaner working sets, sim-
ilar to REAP.

The shortcomings of userfaultfd-based approaches are more pronounced when executing 10

concurrent instances of the same function, where deduplication and sharing of snapshot pages
comes into play. Figure 4.4b shows the E2E latency for this scenario, comparing SnapBPF with
vanilla firecracker (no snapshot page prefetching) with Linux readahead both disabled (Linux-
NoRA) and enabled (Linux-RA), as well as with REAP. SnapBPF outperforms vanilla firecracker
as it efficiently prefetches the offsets representing the invocation working set. Moreover it out-
performs REAP because it enables deduplication of the snapshot pages and sharing them among
all 10 function instances. Notably, for functions with large working sets, such as Bert, SnapBPF is
able to achieve 8x lower E2E latency than REAP.
Memory. Figure 4.5 shows the system-wide memory usage when running 10 concurrent VM
sandboxes of the same function. Userfaultfd-based approaches are unable to deduplicate the
working set between different sandboxes, leading to increased memory usage with concurrent
function invocations. In this scenario, SnapBPF reduces memory usage by up to 6x for functions
with large working set, such as BFS and Bert.

During the experiment, Linux KVM would sometimes result in excessive Copy-on-Write

allocations, when handling nested page faults, which would diminish the deduplication bene-



91

4.5. Evaluation

fits. This was due to the fact that KVM would under certain circumstances forcibly handle read
nested page faults as write. This in turn forced the host kernel to CoW the page cache pages
to anonymous memory. Consequently, KVM was patched to only opportunistically write-map

read nested page faults, i.e., doing it only for faulted-in and already writable pages.

SnapBPF Overhead. The latency of loading the offsets into the kernel, via the eBPF map, was
measured to be less than 1% of E2E latency on average (~1-2ms). A comprehensive analysis of

the computational and memory costs of SnapBPF is left for future work.
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Figure 4.6: Breakdown analysis of the AnonPTEs effect on SnapBPF .

Breakdown Analysis. Figure 4.6 breaks down the effect of AnonPTEs, in terms of function ex-
ecution latency, when using firecracker to restore and invoke functions from a snapshot. The
default Linux readahead behavior (Linux-RA) is used as the baseline and show the speedup achiev-
able when using i) only AnonPTEs (pink bar) and ii) AnonPTEs combined with eBPF prefetching
(red bar).

Functions that during their invocation allocate large amounts of memory, see significant im-
provements from AnonPTEs , as they are able to redirect the nested page faults for such alloca-
tions to anonymous memory and eliminate the unnecessary fetching of pages from the snapshot
file. The E2E latency for the image processing function (Image), for example, is improved by
more than 2x. Note that SnapBPF is able to achieve this without having to keep track of and scan
for stale or unused pages in the snapshot as prior art does. On the other hand, functions that
rely on initialized state, e.g., models, like RNN and Bert, benefit only minimally, if at all, from
the optimization of anonymous memory allocations. For these functions, the optimized working

set prefetching is the dominant factor.
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4.6 Related Work

Overcoming the virtualization semantic gap. There have been multiple works [73, 74] that
attempt to tackle the inefficiencies induced by the semantic gap created by virtualization, with
regards to OS memory management, with a focus on memory elasticity, oversubscription and
overcommitment. [182] also focuses on the semantic gap created by hardware virtualization and,
in the context of memory management, proposes ways to overcome the semantic gap to optimize
the management of the OS page cache. Other works [183-186] employ eBPF to create para-
virtualized interfaces to bridge the virtualization semantic gap for various purposes, including
memory management and I/O acceleration. By contrast, AnonPTEs rely on the virtual memory
hardware, i.e., the MMU and the guest page tables, to create a mirrored guest physical address
space, which is used to convey the nature of guest memory allocations, thereby enabling the host
OS (hypervisor) to accelerate the loading of VM memory snapshots.

eBPF. Similarly to SnapBPF, other works [187-189] have proposed using eBPF to make the OS
page cache programmable, albeit targeting different use cases. eBPF has also been explored for
filesystems [190], storage functions [191], and extending the OS memory manager [88].

Page Cache. Previous research has also focused on optimizing page cache performance and
prefetching [192-195], albeit without targeting userspace extensibility and programmability or
the FaaS use case.

Faa$ Snapshotting. Optimizing function snapshotting has also been studied outside the con-
text of working set prefetching, taking advantage of HW acceleration to improve performance
with snapshot compression [196, 197] or evaluating the performance of FaaS snapshotting on
storage devices with different performance profiles [198]. For container-based sandboxing, dis-

aggregated memory has also been explored to optimize FaaS snapshotting [199-201].

4.7 Conclusion

This chapter presents AnonPTEs, a para-virtualized solution aimed at addressing the inefficien-
cies of executing microVM-sandboxed serverless functions from previously checkpointed mem-
ory snapshot files, arising from the semantic gap between the virtual memory subsystems of the
physical host (VMM) and the microVM guest. By integrating AnonPTEs with SnapBPF, the thesis
shows that it is possible to deduplicate function working sets in memory via the OS page cache,
without redundant userspace copies, while also enabling the online filtering of VM-sandbox mem-

ory allocations via a lightweight paravirtualized PTE marking mechanism.



CHAPTER D

Conclusion

Driven by inefficiencies of virtual memory, arising from the interaction of system software, i.e.,
the OS, with the hardware, the thesis argues the need to augment system software with hardware-
tailored memory management policies, which will optimally exploit the underlying hardware to
tackle these inefficiencies.

The thesis first targets the address translation overhead of paged virtual memory and pro-
poses Elastic Translations, a hardware-tailored extension to the Linux memory manager that
can efficiently harness the multi-grained translation capabilities of modern hardware. Elastic
Translations are designed and implemented for the OS-assisted TLB coalescing feature, available
on modern ARMv8-A and RISC-V processors, enabling the OS to efficiently use a larger range of
translation granularities to map the address space of applications. Elastic Translations also em-
ploy hardware-assisted event sampling, to generate an MMU-pressure heatmap of the address
space, and guide the use of these larger translation granularities, sustaining performance even
under heavy fragmentation.

The thesis then shifts focus to microVM-sandboxed serverless functions, running from check-
pointed memory snapshot files. The semantic gap, induced by virtualization, between the vir-
tual memory subsystems of the physical host (VMM) and the microVM guest, result in unnec-
essary I/O, performance overhead, and memory bloat. To bridge that gap, the thesis proposes
AnonPTEs, a lightweight paravirtualized mechanism, that piggybacks on the translation struc-
tures of the guest VM, i.e., the nested guest page tables, to communicate the nature of memory

allocations performed by the guest OS to the host OS memory manager. This alleviates the afore-
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mentioned inefficiency, significantly improving the performance and tail latency of microVM

serverless functions.

5.1 Future Directions for HW-tailored memory management

The results of both proposals corroborate the need for tailoring the memory management mecha-
nisms and policies of the OS to the available hardware feature, in order to maximize performance
gains. Beyond multi-grained address translation and microVM snapshotting, HW-tailored poli-

cies can be extended to encompass other aspects of the OS memory manager.

5.1.1 Extending the range of ET-supported AT granules

As mentioned previously (Section 3.5), the initial implementation of ET targets the OS-assisted
TLB coalescing feature of the ARMv8-A architecture, via the contig-bit mechanism. Additionally,
the experimental evaluation of ET (Section 3.4) focuses on the AT granules enabled by a 4KiB base
page size, specifically 2MiB large pages, and 64KiB and 32MiB coalesced translations. ET could
be extended to support different architectures and micro-architectures, that unlock different AT
granules. ET could also take advantage of the ability of ARMv8-A cores to utilize different base
page sizes, larger than 4KiB, which also alters the list of supported AT granules, both those
enabled by large pages, and those enabled by the contig-bit mechanism. Finally, Leshy could be
extended to also consider Trident 1GiB pages [63], as discussed in Section 3.5.

RISC-V Svnapot. A first step towards extending ET to support more AT granules would be
to port ET to the RISC-V Svnapot extension [39]. As described in Section 3.2.2, the RISC-V
architecture provisions more bits in its page table entries, which encode the contiguity status of
neighboring entries. Consequently, it enables a larger range of AT granules, via OS-assisted TLB
coalescing. ET would first need to transparently support the Svnapot HW mechanism, similarly
to the ARMv8-A contig-bit feature (Section 3.3.1). This will also require porting ET to a newer
Linux kernel version, e.g., at least 6.3, as v5.18 support for the RISC-V architecture was generally
not very robust. The synchronous and asynchronous allocation components of ET will then need
to be made aware of the additional available AT granules. Finally, Leshy will need to be extended
to take into account the additional AT granules, when generating hints for CoalaPaging and
CoalaKhugepaged.

HW-assisted TLB coalescing. Recent versions of the AMD Zen micro-architecture [101, 102]
as well as the ARM Neoverse micro-architecture [132], also support HW-assisted TLB coalescing
(Section 3.2.2). ET needs to be made aware of this HW feature and incorporate the additional
AT granules, for the HW-coalesced translations, into its decision making and policies. Due to

HW constraints, this form of coalescing typically works at a sub-cacheline granularity, enabling
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smaller additional AT granules. For example, the AMD Zen cores are able to coalesce only 4
neighboring page table entries to a single translation. Iintend to evaluate the performance impact
of these smaller AT granules, especially under fragmentation (Section 3.4.4).

1GiB Elastic Translations. As discussed both earlier and in the ET discussion section (§ 3.5),
Trident [63] attempts to make the transparent support of 1GiB pages within Linux practical,
mainly via asynchronous allocations and aggressive memory compaction. ET opportunistic allo-
cations could be extended to take advantage of this extreme AT granule, while CoalaPaging could
integrate the Trident compaction enhancements for asynchronous promotion. In contrast to Tri-
dent, which employs greedy allocation and promotion policies, with simplistic fallback mecha-
nisms, ET, in conjunction with guidance from Leshy, will be able to judiciously use 1GiB pages,

while also utilizing every other supported AT granule, thus minimizing fragmentation pressure.

5.1.2 Multi-grained AT for the OS Page Cache

The page cache (or disk cache) is a caching structure, maintained by the OS, which keeps the
contents of files read from disk in memory, in order to minimize disk accesses and accelerate I/O
operations. Until recently, Linux only used 4KiB pages for its page cache, which could potential
apply significant fragmentation pressure on the host [103, 116, 202]. In order to address various
issues with 4KiB pages in the Linux memory management subsystem, including the reliance of
the page cache subsystem on exclusively 4KiB pages, the folio framework [203] was proposed and
gradually incorporated within the Linux kernel. Regarding the page cache, this unlocks support
for 2MiB THP pages, and potentially sub-2MiB mTHP pages, but faces the same limitations as
THP and mTHP, discussed earlier.

One issue with current approaches is the greedy allocation policy, which for page cache
also means I/O amplification, as the OS will need to fetch from disk a larger block of data to
fill the allocated page. With ET, larger AT granules could potentially be supported, as they can
be generated opportunistically, on-demand, balancing I/O amplification and AT performance.
To that end, ET could be extended to also support page cache allocations and Leshy could be

augmented for page-cache-tailored decision making and hint generation.

5.1.3 AT Tiering

With the ability of the OS memory manager to dynamically promote and demote translations,
based on performance monitoring, an Elastic Translations extension could introduce the notion
of translation size tiers in the OS memory manager, inspired by traditional memory tiering ap-
proaches for hybrid and heterogeneous memory systems [121, 145, 146]. The translation tiers can
be defined according to the available HW-supported translation sizes. The OS memory manager

would be then extended to track the available free, cold and hot memory for each tier based on
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Figure 5.1: A proposal for translation size tiering.

the available free memory contiguity (Figure 5.1).

Classical memory tiering policies for proactive demotion could then be adapted to translation
size tiering, to allow the OS to asynchronously optimize translation size placement and harness
contiguity for fault time allocations.

By dynamically promoting and demoting memory regions to different translation sizes, based
on their tracked TLB and access hotness, translation size tiering would allow the OS to maximally
exploit the available contiguity in the system and ensures fairness in the way this contiguity is
distributed between applications, especially in heavily fragmented systems, enabling true, bidi-

rectional translation size elasticity.

5.1.4 TLB shootdowns

One such direction would be to more closely align the OS memory manager to the hardware
features that accelerate TLB shootdowns [204, 205]. The ARMv8-A architecture supports TLB
shootdown in the hardware, by broadcasting the shootdown request from the initiator core to
the other cores of the system. While this obviates the need for costly inter-processor interrupt
(IPT) synchronization between the initiator and the target cores, the broadcast is oblivious to the
cores that might actually have the translations that need to be invalidated cached. There has been
a long line of work, both academic and in the industry, to accelerate IPI-based TLB shootdowns,
by carefully filtering target cores for the invalidations, and by delaying or coalescing invalida-
tions until absolutely necessary. A hybrid mechanism that combines and chooses between both
approaches might provide better performance. The OS memory management could also factor in
the performance of TLB shootdowns, when for example deciding whether or not to demote the

translation granularity for a region of memory, or whether or not to move a region of memory
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from or to another memory tier.

5.1.5 Memory tiering

OS-assisted TLB coalescing opens up an interesting direction with regard to memory tiering and
its interplay with larger translation granules. Typically, when utilizing large pages, it becomes
more difficult for memory tiering systems to track the skewness of larger pages. With coalesced
translations, it might be possible to track memory accesses within a coalesced translation. Ad-
ditionally, for systems supporting more translation granules, such as RISC-V Svnapot, would
allow the memory tiering system to navigate more flexibly the trade-offs between memory per-

formance and address translation performance.

5.1.6 Harnessing on-chip hardware accelerators for memory management

x86 processors have recently introduced on-chip accelerators that provide hardware-accelerated
memory compression and migration [196, 206, 207] (Intel QAT, Intel DSA). A possible future
research direction would be to assess whether these accelerators can be more tightly integrated
within the OS memory manager, especially in conjunction with other techniques. For example,
the CoalaKhugepaged component of Elastic Translations could use these accelerators to improve
asynchronous migration performance, as it might need to migrate and compact larger amounts
of memory than the vanilla Linux kernel. Hardware memory compression is already utilized as

a more performance swapping backend within the Linux kernel (zswap) [208].



CHAPTER 6

List of Publications

This section provides a list of the publications the author contributed to during their thesis along

with a short summary for each publication.

2025

+ SnapBPF: Exploiting eBPF for Serverless Snapshot Prefetching [83]

Summary: Designs an eBPF-based snapshot prefetching mechanism targeting VM-sandboxed
serverless functions. SnapBPF enables the efficient capture and prefetching of function
working sets in kernel-space, deduplicates function working sets in memory, and includes
a lightweight paravirtualized interface to handle VM-sandbox memory allocations without

requiring snapshot pre-processing.

« CXLfork: Fast Remote Fork over CXL Fabrics [201]

Summary: Presents CXLfork, a remote fork interface that realizes close to zero-serialization,
zero-copy process cloning across nodes over CXL fabrics. CXLfork utilizes globally-shared
CXL memory for cluster-wide deduplication of process states and enables fine-grained
control of state tiering between local and CXL memory. Used to develop CXLporter, an

efficient horizontal autoscaler for serverless functions deployed on CXL fabrics.

+ Scaling Serverless Functions: Horizontal or Vertical? Both! [209]
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Summary: Investigates the trade-offs between horizontal and vertical scaling for VM-sandboxed

serverless functions, proposing mechanisms for efficiently combining both approaches.

2024

+ Elastic Translations: Fast Virtual Memory with Multiple Translation Sizes [86]

Summary: Proposes Elastic Translations (ET), a holistic memory management solution to
explore and exploit intermediate translation sizes (64KiB and 32MiB) supported by ARMv8-
A and RISC-V via OS-assisted TLB coalescing. ET implements coalescing-aware OS mem-
ory management and employs policies using lightweight HW-assisted TLB miss sampling
via the ARMv8-A Statistical Profiling Extension (SPE).

» FaaSRail: Employing Real Workloads to Generate Representative Load for Server-
less Research [210]

Summary: Presents a methodology and tool for generating realistic serverless workload
traces that better represent production FaaS environments, enabling more meaningful

serverless systems research.

« eBPF-mm: Userspace-guided Memory Management in Linux with eBPF [88]

Summary: Explores the use of eBPF to implement userspace-guided memory management
policies in the Linux kernel, allowing applications to customize memory management be-

havior without kernel modifications.

+ Design, Implementation and Evaluation of the SVNAPOT Extension on a RISC-V

Processor [32]

Summary: Presents the first hardware implementation and evaluation of the RISC-V Sv-
napot extension for naturally aligned power-of-two (NAPOT) page sizes, enabling TLB

coalescing on RISC-V systems.

- Fast and Efficient Memory Reclamation for Serverless MicroVMs [75]

Summary: Identifies the obliviousness of the Linux memory manager to virtually hot-
plugged memory as the key issue hindering hot-unplug performance, and designs Hot-
Mem, a novel approach for fast and efficient VM memory hot(un)plug targeting VM-sandboxed

serverless functions.
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2023

« DAPHNE Runtime: Harnessing Parallelism for Integrated Data Analysis Pipelines [211]

Summary: Describes the runtime system for DAPHNE, an open integrated data analysis
pipeline infrastructure, focusing on parallel execution capabilities for data science work-

loads.

« FaaSCell: A Case for Intra-node Resource Management [212]

Summary: Explores intra-node resource management strategies for Function-as-a-Service
platforms, investigating how to efficiently share resources among co-located serverless

functions.

2022

« DAPHNE: An Open and Extensible System Infrastructure for Integrated Data Anal-
ysis Pipelines [213]

Summary: Presents DAPHNE, an open and extensible system infrastructure designed to
unify data management and machine learning workflows in a single integrated data anal-

ysis pipeline.

2020

- Enhancing and Exploiting Contiguity for Fast Memory Virtualization [103]

Summary: Proposes synergistic software and hardware mechanisms that alleviate address
translation overhead, focusing particularly on virtualized execution. On the software side,
introduces contiguity-aware (CA) paging, a novel physical memory allocation technique
that creates larger-than-a-page contiguous mappings while preserving demand paging
flexibility. On the hardware side, proposes SpOT, a micro-architectural mechanism to hide
TLB miss latency by exploiting the regularity of large contiguous mappings to predict ad-

dress translations.

2019

« ACTiManager: An End-to-End Interference-Aware Cloud Resource Manager [214]

Summary: Presents an interference-aware cloud resource manager for OpenStack.

« Extending Storage Support for Unikernel Containers [215]
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Summary: Extends unikernel container platforms with improved storage support, enabling

more practical deployment of unikernels in serverless and containerized environments.

2018

- Efficient Resource Management for Data Centers: The ACTiCLOUD Approach [216]

Summary: Describes the ACTiCLOUD project’s approach to efficient cloud resource man-

agement through interference-aware scheduling and placement strategies.

» utmem: Towards Memory Elasticity in Cloud Workloads [74]

Summary: Proposes mechanisms for achieving memory elasticity in cloud environments

by allowing userspace applications to directly interface with transcendent memory.
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